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DETECTION OF UNAUTHORISED ACTIONS AND ATTACKS IN NETWORKS
OF THE METHOD OF WAVELET ANALY SIS

Behavioural methods based on the models of "normal" functioning of an information network. The principle of work
is in identifying differences between the current state of the information system functioning and the one that is thought to
be examplary for this network. Any discrepancy is seen as an intrusion or anomaly.

Perspective method for detecting unauthorised invasions must have high accuracy of detection known and unknown
types of cyberattacks, perfectly own accuracy of decision-making, that is low number of false positives.

The detecting cyberattacks method based on wavelet analysis (WA) proved itself well in struggling against non
stationary signals. The wavelet transform (WT) has a self-adjusting moving frequency-time window, but equally well
reveals both low-frequency (LF) and high-frequency (HF) characteristics of the signal on different time scales. Wavelet
filters allow not only to fight against noise, but also to extract the necessary components of the signal.

Today s society cannot do without information technology. IT plays a major role in and is an integral part of every
sphere of our life. Current development of the information society is inextricably linked with collecting, processing
and passing huge amounts of data, and converting data into a product that has significant value. This is the main reason
behind the global shift from the industrial society to the information society. The invention of the Internet has led to
a significant increase in international communication in various spheres of human life.

On the other hand, along with a large number of benefits, there has been a significant number of threats related
to the current technology. There are currently multiple threats now on both national and international level. Therefore,
different mechanisms for protecting cyberspace are now part of many countries’ national strategy

Network anomalies are so varied that they cannot be categorized using one simple classification. The number
of attacks, their power and complexity are increasing. Malicious users are looking for radically new ways of network
intrusion and the existing methods of cyber protection often turn out to be inefficient. [1].
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anomaly.
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Tosedinkosi Memoou 3aCHOBAHT HA MOOCISIX «HOPMALIbHO20» (DYHKYIOHY8aHHs iHgopmayiiunol mepedxci. [Ipunyun
pobomu nonsAea€ y GUAGIEHHI BIOMIHHOCMEL MIJIC NOMOYHUM CIAHOM QYHKYIOHYS8AHHS IH(POPMAYIIHOL cucmemy ma mum,
SAKULL 86AAHCAEMBCS 3PA3KOBUM 071 Yiel mepedici. ByOv-axa Hegionosionicmy po32is0aemobes K 6MOPeHeHHs a00 aHOMAis

Ilepcnexmugnuti Memoo 6UsABIeHH HECAHKYIOHOBAHUX 8MOPSHEHb NOBUHEH MAMU BUCOKY MOYHICMb GUABIEHHS
8I0OMUX MA HEGIOOMUX MUNi6 Kibepamak, 60100imu 6€3002aHHOI0 00CMOGIPHICIIO NPUUHAMM PileHb, MOOMO HUSLKUM
YUCTIOM XUOHUX CRPAYbO8Y8AHb.

Memoo eusisnenns mepedicegux amax Ha 0CHOSI eeligiem-ananizy (BA) dobpe 3apexomendysas cebe 6 6opomuoi 3
Hecmayionapuumu cuenaramu. Betienem-nepemeopennsi (BI1) eonodic camonanazo0icy8arbHuM pyXoMUM 4dCmomHo-
4acosuM iKHOM, 0OHAKOBO 00bpe ussnse K Husbkoyacmomui (HY), mak i eucoxouacmomui (BY) xapaxmepucmuxu
CUSHANYy Ha pi3HUX yacosux macwmabax. Betgnem-ginompu 003601510mb He MIinbKu OOpOMUCs 3 wymamu, aie i
sumsi2yeamu HeoOXiOHi KOMNOHEHMU CUSHATLY.

Cb0200HI cyuacHe cycninbcmeo 6xce He Modice oOitumucs Oe3 iHpopmayitinux mexnonoziu. Bonu euxonyoms
20/I06HY POb MA € HeBi0'€EMHOI0 YacCmuHol 6cix cep dcumms noouny. Huwniwmiti pozeumok ingopmayiinozo
CYCRiIbCMBA HEePO3PUBHO NOB'S3aHUll 3 HeoOXIOHicmIo 360py, 0bpobKku I nepedaui genuuesHux 00'emis iHpopmayii,
nepemeopeHHAM iHopmayii y moeap, AKull mae 3Hauny eapmicme. Lle 2onoena npuyuna en06anvHoeo nepexooy 6io
iHdycmpianeHo2o cycnitbemsa 00 ingopmayitinozo. Tlossa écecéimmnvoi mepedici Inmepnem cnpuuununa macuimabne
3DOCMAHHS MIJICHAPOOHUX CRINKYBAHb Y PIZHUX Cepax T00CbKO20 HCUMMNISL.

3 iHwo20 60Ky, nopad i3 6elUKOW KITbKICMIO nepesac 3 A8UNACS 3HAYHA KIIbKICMb 3a2po3, No8 S3aHUX i3
DYHKYIOHYBaHHAM CyYaCHUX mexHoNo2Il. [lane siguuge npusgeno 00 nossu 3HAYHOI KibKOCmi HeDe3nek, SIKi 6paicarons
CYCRiIbCMBO SIK HA HAYIOHANbHOMY DIGHI, Mak I midicHapooHomy. Omoice, 3 ’a6unacsi nompeoa 6 Mexawizmax 3aXucmy
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Kibepnpocmopy, SKi ONUCYIOMbCs 8 HAYIOHANbHUX CMpAmezisx ceimosux 0epicas, Wo 6 CE0K uepey NPUCBIYEHI
3a6e3ne4eHHIo U020 3axucny.

Bioomi mepedcesi anomanii HacminbKu pisHOMAHIMHI, WO IX HE MOJNCHA KAmMe2opu3yeamu 3a 00NOMO20i10 OOHIEL
npocmoi knacugixayii. [Lleudxko 3pocmac KinbKicme amak, ix NOMysiCHiCMb ma CKAAOHICMb. 3106 MUCHUKY ULYKAIOTb
NPUHYUNOBO HOBI MemoOU He3AKOHHUX 6MPYyuaHs y Mepexcy I 0ydce 4acmo iCHyIoui 3acodu 3axucmy 6UAsIAiombCs
oezcunumu neped numu [1].

Knouosi cnosa: eetignem-o6azuc, eeligiem-ananis, eeusiem-@iibmp, uyMonoOasieHHs, Mepedcesutl mpagqik,
cunycoioa, mepexicesa aHOMAaisl.

Problem formulation

This article offers an approach for analysis of digital production security based on evaluation
of a posteriori probability for change point in time-series, which are based on the change point
coefficient values of digital wavelet-transform in the network traffic time-series. These time-series
make it possible to consider the network traffic from several points of view at the same time,
which plays an important role in the task of detecting network attacks. The attack methods vary
significantly; therefore, in order to detect them it is necessary to monitor different values of various
traffic parameters. The proposed method has demonstrated its efficiency in detecting network service
denial attacks being realized at the application level..

Types of network attacks

Detecting network attacks is crucial because they can result in data breach or data tampering. Normally,
one of the signs of a network attack is the appearance of a network anomaly. Network anomalies might be
caused by different reasons including malicious users, incompetent users, hardware and software defects.
There are visible anomalies that can be seen in information systems malfunctioning, and anomalies which
have no visible signs but can lead to a system failure in the long run. Network anomalies can be divided
into two groups: software and hardware anomalies and security issues (figure 1) [2].

Normal work of network devices and PC users can be described by a certain system of behaviour.
The work users perform is normally defined by their working responsibilities, which implies using
the same network resources, certain activity of the network devices, the direction of the inbound/
outbound traffic on the ports of the network switches, routers, servers, and firewalls. As a rule, users
use the same information resources in the local network: corporate portals, email and files servers.

Network attacks can be divided into active and passive ones. Active attacks have a visible
influence on the system resulting in changing its state. Examples include malware that is inserted in
a program, tampering with the data on a webpage, blocking a network service by bombarding it with
requests. The defining feature of active attacks is that they leave traces.

Memory storage is changed, there are strange diagnostic messages, apps start working
incorrectly, they might freeze or crash altogether, there are weird surges in activity in the network
traffic properties and other static data about the system’s performance. However, a carefully planned
active attack can go unnoticed if the specialists who are in charge of network protection have no
thorough understanding of the consequences of such attacks.

Hetwork anomaliss

Safoware and hardware 1
rejection Security issues

Configuration errors Software errors Viral activity Metwork scanning l
Problems
Hardware failure o productivity Network worms Hetwork modifiers
and squipment

denial-of-service
attack

Fig. 1. Basic types of network anomalies [2]
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Passive attacks do not disrupt normal functioning of the system-they have to do with collecting
information about the system and eavesdropping on the intranet traffic. In many cases, passive attacks
leave no traces, so they are hard to detect and they often go unnoticed [3].

DoS-attack and DDoS-attack

Active attacks include two highly common attacks: a denial-of-service attack (DoS-attack)
and a distributed denial-of-service attack (DDoS attack).

In a DoS-attack, the system that was designed to process the requests of legal users suddenly
stops doing this or does so with significant delays, which is equivalent to denial of service. A denial
of service can occur as a result of malicious actions when overload is created deliberately: a barrage
of requests is sent to a computer being attacked by the attacking computer. This barrage of requests
«floods» the computer under attack causing an overload and, eventually, making it inaccessible.
Blocking happens as a result of exhausting the resources of the CPU, operating system or bandwidth.

The malicious user can dramatically increase the negative effect of conducting a DoS-attack by
stealing the computing power for their own use. In order to do this, the malicious user gains control
of the computer, instals special malware into it and activates it. In this way, the malicious user takes
hold of part of the computing power of the computer under attack without the computer’s owner
being aware of it.

DDoS attack
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Malicious Traffic

--------- . Wternet Target Server
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|?‘ ‘?! Clean Traffic A

Fig. 2. An example of a DDoS attack [4]

In this case, the owner of the computer under attack suffers no other losses apart from a fall
in computer’s performance. For a more powerful attack, the malicious user gains control of several
computers, synchronises their work and directs a common barrage of requests from these computers
to the computer they want to target. An attack of this kind is called a distributed denial-of-service
attack (DDoS attack).

Spoofing

When carrying out network attacks, it is important for the malicious user not only to achieve their
goal, which is doing harm to the object being targeted, but also to cover their tracks. One of the main
ways of doing this is replacing the content of packages, or spoofing. In particular, in order to hide
the location of the source of malicious packets, the malicious user changes the value of the sender’s
address field in the packages’ headers. Since the sender’s address is generated automatically by
the system’s software, the malicious user makes changes to the respective software modules in a way
to be able to send packages with any [P-addresses from their computer [5].
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Attacker
real IP: 1.1.1.1 Internet-Router
source: 3.3.3.3
. destination: 2.2.2.2
I IP IP
source (spoofed): 3.3.3.3
degumionz)z.z.z.z
source: 2.2.2.2
destination: 3.3.3.3
trusted Host Victim
IP: 3333 .|pf 2222
(might be target of DoS-attack) (possible security breach)

Fig. 3. An example of spoofing [4]

Algorithms and ways of detecting network anomalies

When researching normal behaviour, a profile that describes a network’s normal performance
needs to be created. This statistics can be received from network devices such as network switches,
firewalls, and proxy servers with the help of active monitoring. Then this data needs to be analyzed
and stored in a database. Any deviation from the rules of the profile that has been created needs to be
subjected to the analysis of the network anomalies detection system. The analysis shows that there are
numerous algorithms for detecting network anomalies. These algorithms are described below.

Algorithm based on discrete WT (wavelet transform) with the use of statistical criteria. In
this algorithm, a sliding window method is used (W1 and W2), which lets one increase the chance
of detecting insignificant anomalies. The main advantage of this algorithm is that an attack is well
detected on any level of CWT decomposition (an F-factor detects an attack most notably).

The Brodsky-Darkhovsky algorithm of detecting anomalies. When selecting a standard mode, it is
the noises that detect the special influence. When selecting the algorithm in the sliding window mode,
the total number of obstacles decreases, and the surges that signal the beginning and end of the influence
are more notable. For practical usage, it is better to use the algorithm in the sliding window mode.

The algorithm based on the sum of squared wavelet coefficients. The biggest effect is detected
when using the Haar coefficients of approximation for wavelets on the higher levels of decomposition.
Increasing the size of the analysis window can lead to the increase of the correct detection of an anomaly,
but the likelihood of erroneous detection increases as well.

The algorithm based on the maximum of squared wavelet coefficients. This algorithm is less efficient
than the one based on the sum of squared wavelet coefficients. The most informative display of an attack in
this algorithm can be achieved by approximation coefficients with the use of the Haar wavelet.

Another way of detecting attacks is using a firewall. A firewall is a combination of software
and hardware that isolates the internal network from the Internet. It allows certain packets to pass
while blocking others. A firewall lets the network administrator control access to the corporate
networks, which happens externally as well as control the resources of the admin network by regulating
the incoming and outgoing traffic.

All firewalls fall into three categories::

+ traditional packet filtering firewalls;

* circuit-level gateways;

* application-level gateways.

In packet filtering firewalls all the incoming and outgoing traffic of the internal corporate network
passes through a router in which packets are filtered. A packet filtering firewall checks every datagram
and determines what needs to be done with it based on the rules defined by the network administrator.
The network administrator configures the firewall based on the organisation policy.
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Circuit-level gateways monitor the TCP connection and do the filtering based on this information.
All the current TCP connections are monitored in a special connections table. If the incoming packet
does not belong to the current connection, it will be declined by the firewall.

Application-level gateways that are aimed at providing more localized security combine
the features of packet filtering firewalls and application-level gateways. An application-level gateway
is a server that works on the application level and through which all the application data, both incoming
and outgoing, passes. Several application-level gateways can work on one hosting, but each each
gateway is a separate server with its own set of processes [4].

Intrusion detection systems

Intrusion detection systems let one detect various attacks, including tracerouting, port scanning,
TCP scanning, DoS-attacks, worms and viruses as well as attacks on the operating system’s or certain
applications’ vulnerabilities.

An organization’s network can have several such systems. When they work simultaneously,
they work in sync, sending messages about suspicious network traffic to the CPU which collects
and systematizes this data and informs the administrator if necessary. Intrusion detection systems can
be signatures-based and anomaly-based.

Signature-based systems have large databases of the attacks’ signatures. Each signature is a set
of rules that describes ways of fighting the attacks. This system analyzes each packet that goes through
it and compares it to the signatures from the database. If the packet matches the signature, a warning is
generated. The downsides to this approach are that the system is helpless against unregistered attacks,
the matches with the signatures can turn out to be not an attack and when comparing a packet with a large
collection of signatures, the system may perform poorly under the strain and miss malicious packets.

An anomaly-based system creates a profile of reliable traffic that works in a normal mode. Then
it detects streams of packets that have static peculiarities. For instance, a disproportionate increase
in packets or an abrupt surge of intensity in port scanning. The main benefit of these systems is their
ability to detect new attacks that have not been previously described, yet it is incredibly hard to
differentiate between normal traffic and unusual one.

Network-based
IDS System

Port
Mirroring 4
(SPAN)

Network Switch Firewall Network Router

1
Attack ‘

Attacker
Fig. 4. An intrusion detection system [4]

Wavelet properties
A wavelet is a mathematical function that allows a signal to be divided into different frequency and time
components. The term «wavelet» that stands for «a little wave» appeared relatively recently- it was introduced
in mid 80s by Grossman and Morlet who were analyzing the properties of seismic and acoustic signals [6].
The graph of the function looks like a wave-like oscillation with an amplitude that decreases
to zero far from the origin. However, in a general case the signals analysis is done in the frame
of wavelet-coefficients (Scale-Time-Amplitude) [7].
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Fig. 5. Morlet wavelet [8]

WT is an integral transform that is a mix of a wavelet function with a signal. Wavelet
transformation converts a signal from a temporal representation to a time-frequency one [9].

A method of converting a function (or signal) into a form that makes some of the output signal
quantities more amenable to study, or allows the output data set to be compressed. WT is quite
similar to the Fourier transform (or more like the windowed Fourier transform) but with a completely
different evaluation function. The main difference is: the Fourier transform decomposes the signal into
components in the form of sines and cosines, that are functions localised in Fourier space; however,
WT uses functions localised in both real and Fourier space [10].

In numerical and functional analysis, DWTs refer to WTs in which wavelets are represented by
discrete signals (samples).

The first DWT was invented by the Hungarian mathematician Alfred Haar. For an input signal
represented by an array of 2" numbers, the Haar WT simply groups the elements by 2 and forms sums
and differences from them. Sums are grouped recursively to form the next level of decomposition.
The result is 2" — 1 differences and 1 total.

This simple DWT shows the general useful characteristics of wavelets. First, the transformation
can be performed in nlog2(n) operations. Secondly, it not only decomposes the signal into some
semblance of frequency bands (by analysing it at different scales), but also represents the time domain,
that is, the moments of occurrence of certain frequencies in the signal. Together, these properties
characterise the fast WT — a possible alternative to the usual fast Fourier transform. When accepting
the condition of randomness of the signal X, the spectral density of its amplitude Y is calculated based
on the Yates algorithm:matrix Y=matrix(+X), the reverse is also true matrixX=matrix(£Y).

FWT is an implementation of WT using arbitrary scales and practically arbitrary wavelets.
The wavelets used are not orthogonal and the data obtained during this transformation are highly
correlated. For discrete time sequences, this transformation can also be used, with the restriction that
the smallest wavelet transfers must be equal to the data discretisation. It is sometimes called discrete-
time GDP (DT-CWT) and is the most commonly used method for calculating CWT in real-world
applications. We calculate the convolution of the signal with a scaled wavelet. For each scale, we
obtain in this way a set of the same length N as the input signal.By using M arbitrarily chosen scales,
we are getting an NxM field that directly represents the time-frequency plane.The algorithm used for
this calculation can be based on direct convolution or on convolution using multiplication in Fourier
space (this is sometimes can be called Fast wavelet transform).

The choice of wavelet to use in time-frequency decomposition is the most important thing to
do. By doing this choice, we can influence the resolution of the result by time and frequency. This
does not change the basic characteristics of the WT (low frequencies have good frequency resolution
and poor time resolution; high frequencies have poor frequency resolution and good time resolution),
but you can slightly increase the overall frequency or time resolution. This is directly proportional
to the width of the wavelet used in real and Fourier space. For example, if a Morlet wavelet is used
(the real part is a decaying cosine function), then one can expect a high frequency resolution, since
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such a wavelet is very well localised in frequency. However, using the Derivative of Gaussian (DOG)
wavelet, we will get good localisation in time, but poor in frequency.

FWT is commonly used for signal analysis. That is why it is widely used in scientific research
of physical processes.

Advantages of WT

By conducting an analysis of the WT theory and comparing them with the main "opponent" —
the Fourier transform, it was concluded that, despite the great role of the Fourier transform, the WT
provides certain advantages in the analysis and processing of signals, which are:

* WTs have almost all the advantages of Fourier transforms;

» wavelet bases can be well localised both in terms of frequency and time;

* unlike to Fourier transforms, wavelet bases have quite a lot of various basic functions,
the properties of which are oriented towards the solution of various tasks.

The disadvantage of WT is their relative complexity.

It is possible to conclude about the expediency of using WT to analyse and process signals for
further detection of possible unauthorised actions or attacks in the network [11].

Processing of informational signals using WT

The number of different wavelet functions is very large, but not all of them may be suitable for
the analysis of the input signal of the network.

Given that the signal, which has undergone analog-digital conversion, is presented in the form
of statistical data — for effective processing of discrete signal segments, the WT must be discrete.

For successful decomposition into approximating (approximating) cAj and detailing cDj
coefficients, the wavelet family must possess a scaling function that determines a rough approximation
of the signal and generates approximation coefficients, as well as a wavelet function y(t) that
determines signal details and generates detailing coefficients [12].

From the orthogonal wavelets presented in the PyWavelets package, you can select a group
of orthogonal wavelets with a compact carrier (of finite length):

* Dobesha wavelet — «dby;

+ Simlet wavelet — «symy;

* Coiflet wavelet — «coif»;

* Haar wavelet — «haar».

These types of wavelets have the following main parameters:

* the scaling function y(t) exists;

 functions y(t) and ¢(t) have a compact support;

* the function y(t) has several zero moments.

These four wavelet functions were used to analyse and process the input traffic signal. The results

of the first-level decomposition of the input signal by different wavelets can be seen in the pictures 6-10.
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from the data format *.csv into HF and LF using the Simlet-5 wavelet
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Fig. 10. The first level of signal decomposition into HF and LF using Haar-5 wavelet

Based on this, it is possible to conclude about the expediency of using the wavelet function
of the 5-order Dobeshe family for the analysis and processing of signals for further detection
of possible unauthorised actions or attacks in the network.

Analysis of the input signal with a selected wavelet function

To analyse the input signal, it is necessary to make a multi-level decomposition of this signal
and obtain HF and LF graphs. Then choose the most informative level of decomposition. The
approximation coefficients (cA) are the output of the low-pass filter (averaging filter) of the DWT.
The detail coefficients (cD) represent the output of the high-pass filter (difference filter) of the DWT.
The results of the multi-level decomposition of the signal by the Dobesha-5 wavelet function are
shown in the pictures 11-15.

Based on the results of multi-level decomposition of the signal, it can be concluded that the higher
the level of decomposition, the shorter the output signal of LF and HF. By approximating the input
signal, you can see in which intervals the signal behaves abnormally.
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A practical example of anomaly detection using WA

WA is classified as a behavioural attack detection method. This is a method that is based on the use
of information about the normal behaviour of the system and its comparison with the parameters
of the observed behaviour [13].

In practice, the average values of the following values aggregated for five-minute intervals were
used as output data: the number of bytes per second, the number of packages per second, the number
of flows per second, and the average size of a TCP package. In each case, the collected data was a discrete
sequence of the frequency-time signal, which, according to the proposed BA algorithm, was decomposed
into a hierarchy of several layers. For each of the extracted signals, the time variable was independent [14].

The presence of sharp amplitudes in each of the signals presented corresponded to certain groups
of anomalies:

+ anomalies caused by errors in network equipment settings, as well as equipment failure (G1);

» network attacks represented by the denial-of-service class (G2);

» congestion in the network (flash crowd), which arise as a result of sudden surges, for example,
at times of increase in legitimate requests for downloading new software (G3);

 other anomalies, which include the exchange of large amounts of data, errors when recording
traffic on the sensor or sending data to the NetFlow collector, which allows for analysis of network
traffic at the session level (G4).

Three components of the primary signal were identified [14]. The LF component of the signal
captured long-term network anomalies, which lasted for several days. The mid-frequency part had
zero mathematical expectation and was intended to analyze fluctuations within one day. The HF part
corresponded to small short-term changes, which can be considered as noise.

After splitting the original signal [14], the procedure for calculating the local variance within
a sliding window of 3 hours was applied to its first two components. Next, the threshold analysis method
is used. Anomaly is identified if the peak point of the last signal exceeded the specified threshold.

As a result of the study, it was concluded that the presented types of anomalous events can be
identified at specific, inherent frequencies. Thus, coarse-grained anomalies of the G1, G2, and G4
classes are recognized at high and medium frequencies, while low- and medium-frequency signals
correspond to the G3 class anomalies [10].

The disadvantages of WA can be called — the ambiguity of the choice of basis functions, the high
computational complexity when calculating the coefficients of the signal decomposition. The task
of correctly assigning the size of the window is non-trivial. As noted, if the size of the sliding window
is much larger than the duration of the anomaly, then the frequency spike corresponding to it can be
smoothed out, and thus the attack will be missed. Otherwise, if the size of the window 1is too small,
then a flow of meaningless anomalies is inevitable.

Conclusion

WTs have practically all the advantages of Fourier transforms. Wavelet bases can be well
localised both in frequency and in time. When highlighting well-localised multi-scale processes in
the signals, only those large-scale levels of decomposition that are of interest can be considered.

Wavelet bases, in contrast to the Fourier transform, have many different basic functions,
the properties of which are aimed at solving various problems. Basic wavelets can be both finite
and infinite carriers implemented by functions of different smoothness.

The disadvantage of WT is the ambiguity of the choice of basis functions, great computational
complexity when calculating the signal decomposition coefficients. The task of correctly assigning
the size of the window is non-trivial. As noted, if the size of the sliding window is much greater
than the duration of the anomaly, then the frequency spike corresponding to it can be smoothed out,
and thus the attack will be missed. Otherwise, if the size of the window is too small, then an inevitable
flow of meaningless anomalies.
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