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INFORMATION RESOURCES IN THE MANAGEMENT SYSTEM
OF JOINT-STOCK COMPANY COMMERCIAL BANK “PRIVATBANK”

In the modern digital environment, information is a strategic resource that is crucial for the effective functioning
of any institution, enterprise, or organization. Information provides the processes of communication, management,
planning, forecasting, and decision-making, determining the technological capability, as well as the competitiveness
of the institution in the market, the level of transparency of its activities, and the speed of response to environmental
changes. Management processes are impossible without obtaining, processing, storing, and using reliable information,
which together constitute the information resources of the organization.

Today, information resources are becoming one of the key elements of effective management of institutions.
That is why the issue of creating, organizing, and using information resources is gaining special importance in both
the public and private sectors. A vivid example of the effective organization of information resources in the private sector
is the activities of the joint-stock company of the commercial bank «PrivatBanky. Digital technologies, automated data
processing systems, and analytical platforms form a comprehensive information infrastructure integrated into all levels
of management — from operational control to long-term planning. Such management of information flows is the basis
of the stability and efficiency of the institution’s activities.

It should be noted that the functioning of the banking system is impossible without effective information security
mechanisms, because information is the most valuable asset of the bank. Protection of customer data, stability of operations,
cryptographic protocols, continuous monitoring of cyber threats, and compliance with regulatory requirements form
a comprehensive security system. Information resources of the joint-stock company of the commercial bank “PrivatBank”
provide not only the technical foundation of its activities, but also determine the quality of management decisions, the level
of digital services, operational efficiency, and the bank's ability to adapt to new challenges of the financial market.
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Hamionansnuii yHiBepeureT «KuiBCchbKuii aBiaiiiHUil iHCTHTYT»

TH®OPMAIIMHI PECYPCH B CUCTEMI YIIPABJIIHHSI AKIIIOHEPHOT O
TOBAPUCTBA KOMEPIIHHOTI'O BAHKY «IIPUBATEAHK»

YV cyuacnomy yugposomy cepedosuwyi ingpopmayin € cmpameiuHuM pecypcom, AKULL MA€e 8Upiuiaibie 3HA4eHHs
0115 eghekmugno2o Gynxyionysanna 6yob-aKoi ycmanosu, nionpuemcmea u opeanizayii. lngpopmayisa 3abesnevye npoyecu
KOMYHIKayil, YNpAGIIHHA, NAAHYEAHHA, NPOSHO3VYEAHHA MA NPULHAMMA PIULEHb, 6USHAYAIOUU MEXHOI02IUHY CIpPOMOdic-
HICMb, a MAKOJIC KOHKYPEHMOCAPOMONCHICMb YCMAHOBU HA PUHKY, PI6eHb NPO30poCmi it OiAIbHOCII Ma WeUOKICIb ped-
2YBAHHSL HA 3MIHU HABKOIUUWHBLO20 CEPe0osUa. YNpasnincoKi npoyecu HeMoXCIusi 6e3 ompumarnHs, oopoorenns, 36epi-
2aHHA MA BUKOPUCTAHHA OOCMOBIPHUX 8I0OMOCMEl, WO 8 CYKYNHOCI CMAH08IAMb IHPOpMayitini pecypcu opeanizayii.

Cb0200ni iHGopMayiiini pecypcu cmaroms 0OHUM i3 KIIOYOBUX eleMEeHMIE e)eKMUH020 YNPAGLIHHS YCMAHO8AMIL.
Came momy numanma cmeopenns, opeanizayii ma euUKOpUCManHs iHgopmayiunux pecypcie Hadysae ocoonus02o 3Ha-
YeHHS AK Y OepIHCAGHOMY, MAK i Y NPUBAMHOMY ceKmopax. Ackpasum npukiaoom egexmueHoi opeanizayii ingpopmayiti-
HUX pecypcie y npusamHomy Cekmopi € OifnbHiCMb aKyioHepHo20 Moapucmea Komepyitinozo oanxy «llpusambanky.
Lughposi mexwnonoeii, agmomamuzosani cucmemu 06poOKY OAHUX MA AHATIMUYHI naamgopmu popmyomes KOMHIEKCHY
iHGhopmayitiny iHgpacmpykmypy, iHmezpo8ary 8 yci pi6Hi ynpasiiHHs — 6i0 0Nepamu8Ho20 KOHMpO0 00 00820CIMPOKO-
6020 naanysanns. Taxe ynpasiinus iHOPMAYIUHUMU NOMOKAMU € OCHOBOIO CMADIIbHOCME MA eheKMUHOCMI OISIbHO-
cmi ycmaHogu.

Cnio 3azHauumu, wjo QyHKYIOHY8AHHS OAHKIBGCHKOI cucmemu Hemodiciuse 0e3 eqpeKmuGHUX Mexanizmie iHgopma-
yitinoi besnexu, adce came iHpopmayis € HAUYIHHIWUM aKMUeoM 6aHKy. 3axucm Oanux KiieHmis, cmabitbHicms one-
payiil, kpunmoepaghiuni npomoxonu, besnepepsHuil MOHIMopuHe Kibep3azpos i 6iON0GIOHICIb pe2yIAMOPHUM BUMO2AM
Gopmyioms komniexcry cucmemy 6e3nexu. Ingopmayiiini pecypcu akyionepno2o moeapucmea KomMepyitnozo 0aHky
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«lIpusamBanky 3a6e3neuyioms He auuie MexHiuHull QyHoamenm OianbHOCMi, A U GUIHAYAIOMb AKICMb YAPAGIIHCOKUX
piutens, pisensb yugposux cepsicis, onepayitiny epekmugnicms ma 30amHicms 6AHKY Ad0anmy8amucs 00 HO8UX BUKIUKIG
@inancosoeo punky.

Knrouosi cnosa: ingpopmayiini pecypcu, banxiecorka cucmema, ynpasiinms, [pueambanx.

Problem Statement

The rapid digitalization of the financial sector has led to new approaches to organizing banking
processes, centered on information resources as a fundamental element of effective management.
For the joint-stock company of the commercial bank “PrivatBank™ (hereinafter — PrivatBank), which
is one of the largest financial institutions in Ukraine with a strong client base, information has also
become a strategic asset on which the quality of management decisions, stability of operations, level
of security, and efficiency of management depend. The bank has been recognized by the international
magazine Global Finance as the “Best Digital Bank of Ukraine” for several years in a row [1]. The
bank’s official reports [2] indicate that its information system combines corporate databases, electronic
document management, and integrated services, enabling the processing of millions of transactions
in real time.

Given the growth in data volumes, the complexity of financial transactions, and the increasing
requirements for the speed and accuracy of management processes, information resources have become
akey factor in determining the effectiveness of PrivatBank’s operations. The bank’s management system
increasingly relies on digital service channels, internal information platforms, and risk management
systems, all of which require a high level of organization, consistency, and information protection. In
these conditions, there is a need for a comprehensive analysis of PrivatBank’s information resources
as a critical element of the modern banking management system, ensuring its stability, adaptability,
and innovative development.

Analysis of Recent Studies and Publications

Analysis of the regulatory framework in Ukraine, which regulates the procedure for creating,
storing, using, and protecting information, as well as requirements for organizing electronic
document flow, allows us to highlight the main requirements for organizing information resources and
documentation in a modern financial institution. Such requirements include: ensuring the reliability,
completeness, confidentiality, integrity and accessibility of information [3], meeting the requirements
for protecting information constituting banking secrecy, in particular: limiting the circle of employees
who have the right to access information containing banking secrecy; implementing technical and
organizational measures to control access to information resources and the functioning of data backup
and recovery systems [4]; standardizing and interoperability of information processes in accordance
with the requirements of the National Bank of Ukraine and using electronic signatures and electronic
seals in accordance with the established procedure [5]; ensuring open access of clients to the
institution’s internal documents by posting them on official websites and in the institution’s premises
[5, p. 10]; proper documentation of management processes (creation, registration, processing, storage,
control of execution and archiving of documents) and registration of all documents in accordance
with state standards (in particular DSTU 4163:2020) [6]; ensuring the reliability, completeness and
timeliness of submission of statistical reporting to the National Bank of Ukraine and the availability
of documentary confirmation of each reporting indicator by relevant information resources [7].

Purpose of the Research
At the current stage of the financial sector’s development, it is important not only to maintain
an appropriate level of internal document flow but also to actively use digital technologies for
communication with bank clients. One of the key such tools is the bank’s official website, which
provides open access to constituent documents, reporting, analytical materials, current information,
and offers of banking products.
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All these requirements aim to ensure information security, standardize document processes, and
ensure transparency in client interactions.

Presentation of the Main Research Material

In the banking sector, in particular in the activities of the joint-stock company of the commercial
bank “PrivatBank”, information resources are of a specific nature and include: operational data
(transactions, accounts, deposits, loans), analytical resources (reports, forecasts, risk assessment,
performance indicators), regulatory and reference information (internal regulations, policies,
standards), external environment information (data of the National Bank of Ukraine, legislative
changes, market indicators) [8]. Such resources in the institution’s management system ensure
transparency of activities (provide control and reporting at all levels of management), analytical
support (allow to predict results, the identification of risks and opportunities), innovation (contribute
to the implementation of new technologies, digital services, process automation), information security
(guarantee the protection of personal data and banking secrecy) and efficiency of management.

As required by national legislation, the bank ensures structured documentation, completeness
of information resources, transparency of management, and a comprehensive information security
system that combines traditional management documents and modern digital platforms [8]. One
of the key elements of the organization of PrivatBank’s information resources is the openness of
constituent documents and financial statements, which are posted on the official website [9]. The
charter, financial results, audit opinions, and other information materials are publicly available on
the PrivatBank portal [10]. The institution also demonstrates compliance with the requirements for
ensuring the confidentiality, integrity, and availability of information by implementing a comprehensive
cybersecurity system, as outlined in the internal document «Information Security Policy» [8].

PrivatBank uses digital signatures and electronic seals in accordance with the requirements of the
“Regulations on the Use of Electronic Signatures and Electronic Seals in Banks of Ukraine”. The bank’s
internal procedures include creating electronic copies of paper documents, verifying the authenticity
of electronic documents, auditing changes to electronic signatures and seals, and managing document
access rights. Archival resources are created with consideration of the storage periods for management
documents, financial data, internal regulations, and electronic copies. Specialized long-term storage
facilities are part of the information security infrastructure. The institution pays special attention to the
protection of banking secrecy, which complies with Article 60 of the Law of Ukraine “On Banks and
Banking Activities”. Access to client data is limited by role, and all transactions involving client data
are recorded in audit systems. In particular, the website contains the “Terms and Conditions for the
Provision of Banking Services” — an accession agreement concluded in accordance with the procedure
established by Article 634 of the Civil Code of Ukraine [11]. The statistical reporting to be submitted
to the National Bank of Ukraine is also properly organized. In its reporting, PrivatBank declares
compliance with international standards, which is reflected in its annual reports and audit opinions [2].

The accessibility of information for clients and users is ensured not only through the official
website but also through the digital service “Privat24” [12], which allows clients to receive certificates
and digital documents, generate statements, and interact with the bank without visiting branches.
Confirmation of the effectiveness of the organization of information resources at JSC CB “PrivatBank”
is the increase in the number of users who actively interact with the institution’s digital services. In
particular, the number of active retail clients of the bank for the period 2022-2025 increased from
18.3 million to over 19 million, and the number of transactions in the “Privat24” service for 2022-2024
increased from 2.3 billion to 3.5 billion. The expansion of the client base reflects increased trust in
electronic channels of interaction, the stability of information system operations, and the quality of
data management [2].

Certain aspects of information resource management at PrivatBank require further improvement.
In particular, open sources do not contain complete information on the structure of internal electronic
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document flow, the volume of archived electronic documents, the level of automation of internal
management processes, or the share of electronic documents in the institution’s overall document
flow. Such shortcomings complicate the full assessment of the effectiveness of integrated document
management systems and information flows. In the context of increasing cyber threats, improving
incident detection systems, enhancing personnel’s digital literacy, and regularly updating information
security policies in accordance with the requirements of the National Bank of Ukraine remain
particularly relevant.

Conclusions

Analysis of the activities of the joint-stock company of the commercial bank “PrivatBank” shows
that the institution’s information resources are generally organized at a modern technological level,
which meets the requirements of the legislation and regulations of the National Bank of Ukraine. At
the same time, some aspects of information resource management require further improvement. The
presence of such gaps makes it impossible to conduct a comprehensive assessment of the effectiveness
of integrated document management systems and information flows within the bank.

Important areas for further improving the bank’s work are increasing transparency in information
processes, detailing the efficiency indicators for electronic document management, and strengthening
cyber protection. Implementing these recommendations will not only increase management efficiency
and ensure the stability of the information infrastructure but also strengthen the financial institution’s
competitiveness amid the digital transformation of the financial sector.

Thus, compliance with the requirements of national legislation and regulations of the National
Bank of Ukraine remains a fundamental condition for high-quality organization of information
resources in any financial institution, and further development of information systems of the joint-
stock company of the commercial bank “PrivatBank™ will contribute to improving the quality of
management and strengthening its positions in the market.
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