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OPTIMIZATION OF CHARITABLE DONATION TRANSPARENCY MECHANISMS
USING SMART CONTRACT TECHNOLOGY

The article provides a comprehensive study of mechanisms for increasing the transparency of charitable activities
using distributed ledger technologies. The relevance of the work is determined by the rapid growth of the charity sector in
Ukraine and the need to overcome the trust crisis caused by cases of misappropriation of funds. Technical shortcomings of
traditional centralized platforms were identified, specifically the vulnerability of relational databases to manipulation of
transaction records. The transition to the «algorithmic trusty paradigm, where transparency is guaranteed by immutable
program code, is justified.

A conceptual model of an information system built on a hybrid architecture is proposed. It combines traditional web
technologies for managing non-critical data (interfaces, fund profiles) with a financial core on the Ethereum network. The
choice of the Ethereum ecosystem is justified by its high reliability and the Solidity language’s powerful capabilities for
implementing complex financial algorithms. The conditional escrow mechanism implemented in the smart contract logic
is the system's key instrument. A developed sequence diagram is described that models the donation lifecycle: from locking
assets in the contract balance to the step-by-step release of funds after confirming the completion of specific project milestones.

The sofiware structure of the smart contract, including the donate, verifyAndReleaseFunds, and refund functions, is
analyzed in detail. The automatic refund function is considered a tool for protecting donor rights if the fund fails to meet
its obligations. Significant attention is paid to cybersecurity issues: the use of access modifiers and the Checks-Effects-
Interactions pattern to protect against Reentrancy attacks. To solve the problem of storing reporting documentation,
integration with the decentralized IPFS system is proposed. The article describes the mechanism for recording unique file
hashes (CIDs) on the blockchain, ensuring public accountability without overloading the network. The designed model
allows each donor to track a donation s path from their wallet to the final beneficiary, based on mathematically proven facts.
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A. 1. HIEBYVYK, H. b. MEJIbBHHUK, T. O. MY XA

Haunionanbnuii yHiBepcuteT «JIbBiBChbKa MOJTITEXHIKa»

OINTUMIZAILIISI MEXAHI3MIB ITPO30POCTI BJATOJIMHUX BHECKIB
13 3ACTOCYBAHHSIM TEXHOJIOI'II SMART CONTRACTS

Y ecmammi nposedero kxomnnexcre 00cniodiceHHs Mexanizmie nioguLeHHs NPo30pocmi O1a200itiHOT OiAIbHOCMI 3d
00NOMO2010 MEXHON02IN PO3NOOLIEH020 peecmpy. AKMYaibHICMb POOOMU 3yMOGILEHA CIPIMKUM 3POCIAHHIM CEKMOpY
brazooiunocmi 6 Yipaini ma HeobxioHicmio noooNanusi Kpusu 008ipu 00 QoHOIE uepe3 sUnaoku Heylib08020 SUKOPU-
cmants kowmie. Busigneno mexniuni Hedoniku mpaouyitiHux yeHmpaiizo8anux Niamgopm, 30Kpema pasiueicms pesi-
YiHUX 6a3 Oanux 00 MaHinyiayin i3 3anucamu mpauszaxyit. OOIPYHMOBAHO nepexio 00 napaduemu «aieopummiyHol
008IpuUY», 0e NPO30PICMb 2aPAHNTYEMbCSL HEIMIHHUM RPOSPAMHUM KOOOM.

3anpononosano KoHyenmyanvHy mMooens iHgopmayiuHoi cucmemu, nobyo008any Ha 2iopudHit apximekmypi. Bona
NOEOHYE MPAOUYitiHi 6eOMeXHON021T 0JiA YNPABNIHHA HeKpUMUYHUMU Oanumu (inmepdetic, npogini ponois) ma ¢inancose
a0po na 6asi mepedici Ethereum. Bubip exocucmemu Ethereum obrpynmogano ii 6ucokoio HAditiHiCmio ma nomyiCHUMU
moxcrueocmsmu mosu Solidity ons peanizayii cknadnux ginancosux areopummis. Knowosum incmpymenmom cucmemu
BUBHAYEHO MEXAHIZM YMOBHO20 OENOHYBAHHS (eSCrow), peanizoeanuil y 102iyi cmapmronmparxmis. Onucano po3pooieny
odiazpamy nociio08HOCMI, SIKA MOOETIOE HCUMMEBULL YUKIL NONCEPMBU: 8I0 ONIOKYBAHHS AKMUGI6 HA OANLAHCT KOHMPAKMY
00 NOEeManto20 GUBLIbHEHHSL KOULMIG NICIsL NIOMEEPOIICEHHS BUKOHANHHSL KOHKPEMHUX emanie npockmy (milestones).

JlemanbHo Npoananizoeano NpocpAMHy CMPYKIMypY —CMAPMKOHMpAKmy, wo exkmovae ¢yuxyii  donate,
verifyAndReleaseFunds ma refund. @ynxyis asmomamuyno2o no8epHeHHs: KOumie po32isoacmsCsi ik iHCHMPYMeHm 3aXu-
cmy npae 0oHOpI8 y pasi HeGUKOHAHHS POHOOM CB0IX 30006 s13anb. 3nauny yeazy npudileno numanHim Kibepoesnexu:
3acmocysantio moougixamopie docmyny ma namepny Checks-Effects-Interactions ons 3axucmy 6i0 amaxk nogmopHo20
6x00y (Reentrancy attacks). [{ns eupiwenns npobnemu 36epieanHs 36imHoi 0OKYMeHmMayii 3anponoHo8ano iHmezpayio
3 deyenmpanizogearoio cucmemoro IPFS. Y cmammi onucano mexanizm Qixcayii yHikanvHux xew-ioenmugixamopie ¢aii-
zi (CID) y bnokuetini, ujo 3abesneuye nyoniuHy nio3eimuicme 6e3 HAOMIpHO20 Ha8aHmadj cenHs Ha mepexcy. Cnpoexkmo-
6aHA MOOENb D0360JILE KONACHOMY OOHOPY GIOCIENCYSAMU UWISIX NONCEPMBU BI0 BIIACHO20 2aMaHYsl 00 KiHyeso2o benedi-
yiapa Ha OCHOBL MAMEMAMUYHO 008COCHUX PaKmis.

Knrouosi cnosa: dnazooitinicms, npozopicms, 6noxkueun, cuapmxoumpaxm, Ethereum, Solidity, ymosne oenomy-
eanns, IPFS.
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Problem statement

Today, charitable and regular donations have become common practices among most Ukrainians.
This enables the rapid collection of necessary funds and a timely response to any emerging challenges.
According to the annual CAF World Giving Index [1], which is based on three indicators — the volume
of donations, volunteering for non-profit organizations, and the willingness to help a stranger — Ukraine
moved from 103rd to 7th place between 2014 and 2024 [2]. In 2023, the country even ranked second
globally, and as of December, there were approximately 20,000 charitable organizations. Since the
start of the full-scale war, their number has increased by 74 % [3].

Transparency is one of the primary obstacles charitable organizations face. While current
legislation requires regular reporting to state authorities, many individuals also want to know exactly
how their contributions are used. These concerns are not groundless, as numerous organizations have
been accused of misappropriating funds. Furthermore, most donation platforms rely on relational
databases to store transactions, which allows potential attackers to alter donation amounts or delete
transaction records.

To verify the proper use of funds, charitable organizations may undergo audits; however, there is
no legal requirement to conduct them regularly. This process can be delayed for weeks or even months
due to the involvement of third-party personnel and the manual verification of bank statements.

The subject of this study is the tracking of charitable financial transactions using blockchain
technology, which ensures an immutable record of all operations and enables real-time monitoring.
If donors can see exactly how their money is spent, it will enhance trust in charitable activities,
encouraging more people to donate without fear of misuse of funds [4]. Transparency must become
the norm, not the exception.

Analysis of recent studies and publications

Active global research confirms that blockchain technology is the optimal response to the current
crisis of trust in foundations caused by operational opacity, bridging the gap between scientific interest
and practical implementation. The current stage of information systems development in the field of
charity is characterized by a gradual transition away from traditional models built on «blind trust» in
intermediaries. Instead, there is a shift toward an algorithmic trust paradigm. Under this approach,
the security of each donation and the transparency of its use are guaranteed directly by the immutable
smart contract code, which mathematically prevents any hidden manipulation of assets.

Study [5] explains that traditional financial reports of charitable foundations are often ineffective
because they are submitted only once a year and contain only general figures that are difficult to
verify. Instead, researchers suggest using blockchain to move toward a model in which the path
of each individual donation can be tracked in real time. Smart contracts serve as a key tool here,
enabling a «self-commitment» mechanism for the foundation: funds are effectively «frozen» in the
system and transferred to the recipient only after the foundation provides digital evidence of having
achieved a specific goal.

Another important aspect of blockchain implementation is discussed in the study [6], which
focuses on protecting the personal data of donors and beneficiaries. They propose a combined
architecture in which confidential information is stored in the distributed IPFS file system, while only
its hash values and access rules are recorded on the blockchain. This approach addresses the problem
of excessive network load and ensures that detailed information about contributions is available only
to verified participants. This enables a system in which transaction transparency does not violate
users’ right to privacy, a mandatory requirement for modern charitable web platforms.

Study [7] directly addresses the loss of trust in charitable foundations due to opaque fund
distribution and potential duplication of recipient records. The article proposes a decentralized system
architecture based on the Ethereum platform, where smart contracts play a pivotal role in transaction
management. These are viewed as a set of predefined rules that automatically initiate fund transfers
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upon fulfillment of specified conditions, completely eliminating the need for intermediaries and
reducing transaction costs.

The scale of scientific interest in blockchain use in charitable activities from 2016 to 2024 is
illustrated in [8]. Its authors confirm that ensuring transparency and implementing smart contracts
have become dominant trends in modern research on charitable ecosystems. At the same time, this
work identifies a significant issue: a massive gap between theoretical enthusiasm for blockchain and
its practical application. It was found that scientists and developers still lack a clear understanding of
the mechanisms for integrating smart contracts into daily donation management processes.

A practical approach to bridging the gap between theory and implementation is proposed in
[9], which considers a hybrid architecture for a charitable web platform. Recognizing the technical
limitations of fully decentralized systems, the researchers suggest combining smart contracts on
the Ethereum network with traditional relational databases and REST APIs to enable convenient
integration with existing foundation systems. This approach allows for optimizing network load and
ensuring high processing speeds for client requests. Furthermore, the work implements a reliable
transaction-tracking system: each payment is assigned a unique identifier, through which a donor can
monitor the targeted use of their funds at every stage of their movement in real time.

The direct practical implementation of similar mechanisms is demonstrated in the study [10],
where the authors developed a full-scale decentralized application for donation management. The
main feature of this system is the implementation of a collective expense control algorithm. Logic was
implemented programmatically so that the fundraiser does not gain direct access to the accumulated
funds. To withdraw assets, they must submit a specific transaction request. The smart contract
unlocks the funds and transfers them to the final recipient only after this request is approved by a
majority of donors whose contributions exceed a system-defined minimum. This approach prevents
the misappropriation of donations and ensures full accountability for foundations.

A new direction for the development of decentralized charitable platforms is explored in article [11],
which proposes moving beyond purely cryptographic solutions and integrating blockchain with artificial
intelligence algorithms. Such symbiosis would allow for deep analysis of donation usage patterns and the
generation of real-time analytical reports, significantly increasing the efficiency of resource allocation.

The analysis of publications indicates that, despite active blockchain research in the charity
sector, many solutions remain at the level of theoretical concepts or do not meet the needs of modern
foundations. The task of creating a comprehensive system that effectively combines the security of
decentralized smart contracts with the convenience of traditional web applications remains relevant.

Purpose of the research
The conceptual design of an information system for charitable foundation management and
the modeling of smart contract execution logic that guarantees transparent donation distribution and
protects them from abuse during collection and disbursement.

Presentation of the main research material

To address transparency issues in the charity sector, blockchain technology appears to be the most
promising approach. Traditionally, databases are controlled by a single administrator, which creates
risks of unauthorized interference or data loss. In contrast, blockchain is a distributed ledger stored
simultaneously across numerous network nodes. Each new transaction, such as a charitable donation,
is grouped with others into a block that is cryptographically linked to the previous one. This forms an
unbreakable chain, making it impossible to change or delete information about past donations without
altering all subsequent blocks, thereby making the system highly tamper-resistant. In the context of
charity, this means every donor receives a guarantee that their payment history is immutable [12].
This decentralized structure eliminates any single point of failure, thereby significantly increasing the
overall resilience of the charity platform’s infrastructure against external attacks.

https://doi.org/10.32782/mathematical-modelling/2026-9-1-42 ISSN 2618-0332 (print), 2618-0340 (online)
456



ITPUKIIA/THI ITHNTAHHA MATEMATHYHOI O MOJE/IFOBAHHA T. 9, Ne 1, 2026

However, the mere recording of transactions does not solve the problem of the targeted distribution
ofaccumulated funds. This is precisely what smart contracts are used for. A smart contract is a computer
program that is hosted and executed directly on the blockchain. It operates on an “if-then” principle
and automatically executes predefined conditions without third-party intermediaries. Consequently,
the execution of financial agreements becomes entirely independent of human discretion, ensuring
strict adherence to the initial terms of the donation. The code of such a contract is open for audit,
allowing any user to verify its operational logic even before making a donation.

Currently, the Ethereum network is the most optimal environment for deploying such smart
contracts. Unlike early blockchain systems designed solely to record cryptocurrency transfers,
Ethereum was designed from the outset as a platform for building decentralized applications. Its
primary advantage is the built-in virtual machine, which allows for the execution of program code
of any complexity. To write smart contracts within this ecosystem, a specialized object-oriented
programming language called Solidity is used [13]. The choice of this specific network for the
conceptual design of a charity platform is justified by its high reliability, robust infrastructure, and
established standards for creating secure financial algorithms, which are critical for processing
donations.

Given the technical characteristics of blockchain, the conceptual design of a modern charitable
platform requires a hybrid architecture. Fully decentralized applications often face scalability
issues and the high cost of storing large volumes of data. Therefore, the proposed model involves
distributing responsibilities between traditional web technologies and the blockchain. The client-
side of the platform provides the user interface and integration with crypto wallets for direct donor
interaction with the smart contract. The server-side is responsible for managing non-critical data, such
as foundation profiles, text descriptions of charitable campaigns, and caching transaction history for
rapid display. The financial core of the system — specifically the smart contracts written in Solidity —
operates in isolation within the blockchain network and exclusively manages financial flows.

The primary tool for ensuring transparency in the proposed system is the escrow mechanism
embedded in the smart contract logic. The use of a hybrid architecture enables effective segregation
of the system’s computational resources. While the web server handles the processing of user requests
and the display of content, the blockchain serves as an unrivaled guarantor of the immutability
of financial rules and the transparency of operations. This is particularly crucial for coordinating
complex processes in a decentralized environment involving multiple parties with varying levels of
data access. Modeling such interactions requires a clear definition of the information flows passing
through all layers of the platform. To visualize the interaction among users, the web platform, and the
blockchain, a sequence diagram was developed (Fig. 1).

The donation lifecycle is as follows: when creating a new fundraising campaign, the initiator
specifies not only the target amount but also breaks the project down into specific milestones. When
a donor makes a transfer, the funds do not go directly to the foundation’s account; instead, they are
locked in the balance of the smart contract associated with that specific campaign.

The foundation does not have the physical ability to withdraw accumulated funds immediately.
To receive the first tranche, the organizer must fulfill the stated obligations and provide appropriate
confirmations. The smart contract unlocks the next portion of funding only after the system records
the successful completion of the previous stage. In the event that the collection does not reach the
minimum required amount within the set timeframe, or if the foundation violates reporting conditions,
the smart contract automatically initiates a refund function, transferring the donations back to the
donors’ wallets. This algorithmic approach completely eliminates the human factor from the financial
control process, guaranteeing the targeted use of every donation.

The smart contract architecture provides for storing key fundraising parameters as data structures
(structs). These include: the target fundraising amount, the address of the initiator’s (foundation’s)
crypto wallet, time constraints (deadlines), and an array of stages indicating the required amount
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Fig. 1. Sequence diagram of the lifecycle using a smart contract

and execution status for each. Furthermore, the smart contract maintains an internal donor registry
(mapping) that records each sender’s address and donation amount, which is critical for enabling
algorithmic refunds. The software implementation of the described structure in Solidity is as follows:

struct Milestone {
uint256 targetAmount; // Milestone target amount

bool isCompleted; // Execution status
string reportCID; // IPFS report hash

}

struct Campaign {
uint256 totalTarget; // Total target amount
address initiator; // Foundation’s wallet
uint256 deadline; // Time constraint
Milestone[] milestones; // Array of stages

}
mapping(address => uint256) public donorRegistry; // Donor registry

Financial flow management is carried out through three primary functions:
— Fund receiving function (donate): Allows for accepting transactions in cryptocurrency. When
called, the contract verifies whether the fundraising deadline has passed and if the target amount has
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been exceeded. Funds are automatically credited to the smart contract’s own balance, and a record of
the contribution is added to the donor registry.

— Tranche unlocking function (verifyAndReleaseFunds): Responsible for transferring funds to
the charitable foundation’s wallet. It can only be invoked after verification that the current stage
is complete. The function’s logic checks for confirmation (e.g., a cryptographic signature from the
platform administrator), then releases the amount corresponding to the cost of the completed stage.

— Guaranteed refund function (refund): Activated in case of a violation of fundraising conditions.
For example, if the target amount is not collected by the specified date, or if the foundation fails to
confirm the targeted use of the previous tranche. This function allows each donor to contact the smart
contract and securely retrieve their initial contribution.

Such a software structure minimizes fraud risk because the rules for fund distribution are strictly
enforced within the blockchain’s state machine and cannot be arbitrarily changed or ignored by any
party after the contract is deployed on the network.

Special attention is paid in the system’s conceptual design to cybersecurity and the segregation of
access rights. In the Solidity programming language, special modifiers are used to protect smart contract
functions. For instance, the tranche unlocking function (verifyAndReleaseFunds) is protected by a
modifier that allows its invocation exclusively by a verified platform administrator or a decentralized
oracle after the verification of the reporting documentation. This technically precludes unauthorized
withdrawal of funds by the fundraising initiator. On its part, the refund function is configured so that
each donor can initiate a refund for only their own contribution recorded in the registry.

Furthermore, implementing protection for financial logic against common network
vulnerabilities, particularly Reentrancy attacks, is critically important. To achieve this, the Checks-
Effects-Interactions design pattern is applied in the smart contract architecture. When the refund
function is called, the smart contract first checks the user’s balance, then updates the balance to zero
in the internal registry, and only then performs the actual cryptocurrency transfer. This eliminates the
possibility of an attacker repeatedly calling the withdrawal function before the balance is updated.

An additional level of reliability is provided by the platform’s hybrid nature. Since financial flow
management is completely isolated within the decentralized Ethereum network, even in the event of a
hypothetical compromise of the centralized web database server containing project descriptions, attackers
will not have access to accumulated donations. The smart contract will continue to function autonomously
according to the embedded immutable algorithm, maintaining 100 % integrity of donor assets.

Another important aspect of optimizing transparency mechanisms is the issue of storing reporting
documentation (receipts, certificates of completion, photographs). Storing such voluminous files
directly on the blockchain is technically unfeasible and economically impractical due to the high cost
of transaction execution. At the same time, relying solely on traditional centralized servers to store
reports creates the risk of report forgery or irreversible deletion after funds have already been unlocked.

To comprehensively address this issue, it is advisable to integrate the IPFS (InterPlanetary File
System) decentralized file system into the proposed architecture. At each stage of verification, the
charitable foundation uploads reporting documents to the IPFS network. The system generates a
unique cryptographic file hash (CID) that is mathematically dependent on the file’s content. Any
change, even to a single pixel in a receipt photo, will result in a completely new hash. This unique
identifier is passed to the smart contract upon invocation of the tranche-unlocking function and is
permanently recorded on the blockchain [6].

This approach ensures absolute public accountability without overloading the Ethereum
network. Any user or independent auditor, using public block explorers, can track the movement of
funds from their wallet to the final beneficiary. Furthermore, using the hash stored in the transaction,
anyone can retrieve the immutable original documents from IPFS on which the payment was based.
Thus, algorithmic transparency is achieved not only at the level of financial transfers but also in
documentary evidence of the targeted use of every donation.
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Conclusions

The article proposes a conceptual model of an information system for charitable foundation
management that addresses issues of trust and transparency through blockchain technology. The
feasibility of employing a hybrid architecture is justified, where traditional web technologies provide
convenient user interaction and large-scale data storage, while smart contracts on the Ethereum
network serve as an independent financial core.

The modeled smart contract execution logic is based on an escrow mechanism and phased
project financing. The proposed algorithm eliminates the human factor from the donation distribution
process, ensuring that funds are transferred to the charitable foundation only after evidence of the
targeted use of the previous tranche is provided. The implementation of an automated refund function
creates an unprecedented level of protection for donor rights.

The addressed cybersecurity issues, specifically the use of access modifiers and protection patterns
against network attacks, confirm the high reliability of the proposed architecture. The conceptual
model described serves as a solid foundation for the practical development and implementation of a
decentralized web platform for managing charitable activities, facilitating the transition from a “blind
trust” model to algorithmic transparency.
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