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AN OVERVIEW OF USING OF FRACTAL ANALYSIS
FOR DETECTING DDOS NETWORK ATTACKS

Distributed Denial-of-Service (DDoS) attacks are among the most severe cybersecurity threats, continuously evolv-
ing and causing extensive financial losses worldwide. Unlike traditional Denial-of-Service (DoS) attacks, DDoS attacks
leverage multiple compromised systems, creating a coordinated effort to overwhelm network resources and disrupt ser-
vice availability. The growing complexity of these attacks, often indistinguishable from legitimate traffic, presents sig-
nificant challenges for detection and mitigation. This article examines various machine learning techniques for DDoS
detection, including Support Vector Machine (SVM), K-Nearest Neighbors (KNN), Decision Trees, and Naive Bayes, all
of which demonstrate high accuracy in classifying attack patterns on synthetic datasets. While effective in controlled
environments, these methods often struggle with the nuances of real-world network traffic, where hybrid and novel attack
types obscure detection efforts. To address these challenges, we explore the application of fractal analysis, a promising
approach for identifying self-similarity in network traffic.

Fractal analysis, which captures the self-similarity in network traffic, has shown potential for identifying abnormal
patterns indicative of DDoS activity. Although it has limitations, fractal analysis can improve the detection process when
combined with statistical features and machine learning algorithms.

Fractal characteristics, such as those quantified by the Hurst Exponent, reveal long-term dependencies and auto-
correlation structures in traffic, making them suitable for detecting irregularities commonly associated with DDoS attacks.
Our analysis demonstrates that fractal-based methods, when combined with statistical and machine learning approaches,
can enhance detection accuracy and improve adaptability to real-world scenarios. Although no single method offers a
universal solution, this study underscores the importance of using diverse techniques to effectively monitor and protect
against DDoS threats. Further research should focus on integrating multifaceted detection models to better address the
evolving landscape of cybersecurity threats posed by DDoS attacks.
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M.O. HOPHOBVK, B.I. ITYBPOBIH

HamionanbHuii yHiBepcHUTET «3aropi3bKa NONITEXHIKa

ol BUKOPUCTAHHSA ®PAKTAJIBHOI'O AHAJII3Y
JJISI BUSAABJIEHHS MEPEXKEBUX DDOS-ATAK

Posnooineni amaxu na 8iomosy 8 oocnyeogysanti (DDoS-amaxu) € oouicto 3 HalicepuosHiuux 3a2po3 Kibepoes-
neyi, sIka NOCMIUHO PO36UBAEMbCSL | 3A80A€ 3HAUHUX (PIHAHCOBUX 30UMKI8 Y 6cbomy ceimi. Ha éiominy 6i0 mpaduyitinux
amax muny «8iomosa 6 oocayeogysanniy (DoS), DDoS-amaxu uxopucmogyoms 0eKintbka CKOMIPOMEMOBAHUX CUCTEM,
CMBOPIOIYU CKOOPOUHOBAHT 3YCUNIA OJIsl NEPEBAHMANCEHHS MEPENCesUX PecypcCie I NopyuleHHs 00CIYRHOCMI Cepsicis.
3pocmaroua ckraonicme yux amax, sKI YACMO HEMONCIUBO GIOPIZHUMU 6I0 Ne2iMUMHO20 MPApIKY, CMEOPIOE 3HAUHI
mpyoHowi O/ GUAGNEHHs MA NOM'SKWIeHHs IX HACAIOKIG. Y yiti cmammi po3ensoarmscs pizHi Memoou MAWUHHOZO
HasuauHsa 014 eussenenHsa DDoS-amak, 30kpema mawuna onoprux eéekmopie (SVM), K-uationusxcuux cycioie (KNN),
depesa piutenv ma naienutl batiec, sKi 0eMOHCMPYIOMb 8UCOKY MOYHICMb Y KAACUDIKayil ulabioHie amak Ha CUHmMemuy-
Hux nabopax danux. Xoua yi memoou egheKmueHi 8 KOHMPOIbOBAHUX CEPEOOBULYAX, BOHU YACMO OOPIOMbCA 3 HIOAHCAMU
PeanbHo20 Mepexceso2o mpagiky, oe 2IopuoHi ma HO8i Munu Amax 3aMyMaHmMy 3YCULIA 3 8uasieHHs. [1[ob eupiuwmu
yi npobnemu, Mu OOCIIONCYEMO 3ACMOCYBARNSL PPAKMATLHO20 AHANIZY — NEPCIEKMUBHO20 NIOX0OY OJisl BUSABTIEHHS CAMO-
noOIOHOCMI Y Mepedicesomy mpagixy.

Dpaxkmanvrull aHanis, akul QIKcye camonodioHicme mepedcesoco mpagpixy, npooemMoHcmpysas nomenyian os
BUABILEHHS] AHOMAILHUX 3AKOHOMIPHOCIEU, Wo c8iduamsb npo DDoS-axmuenicms. Xoua 6in mac c6oi oomedicenns, pax-
MATHUT AHALI3 MOJICE NOKPAWUMU NPOYEC GUAGIEHHS Y NOCOHANHI 31 CIMAMUCIUYHUMY O3HAKAMU A AIOPUMMAMU
MAWUHHO20 HABUAHHSL.

Dpaxkmanvhi XapaKxmepucmuxu, HaAnpuKIao, KilbKiCHO 8UMIPIO8AHI 3a 0ONOMO2010 eKCnOHeHmu Xepcma, 6use-
JSIOMb 00820CMPOKOBI 3ANEHCHOCMI MA ABMOKOPENAYIUHI CMPYKmypu y mpaixy, wo pooums ix npuoamuumu Ois
8UABIEHHA Hepe2ylapHocmell, SKi 3a3euuail acoyiroomscs 3 DDoS-amakamu. Haw ananiz oemoncmpye, wjo memoou Ha
OCHOGI (hpakmaie y nOCOHAHHI 31 CMAMUCIMUYHUMU NIOXOOAMU MA NIOX00AMU MAUUHHO20 HAGUAHHSI MOICYMb NIOGU-
WUmMy MOYHICMb GUABIEHHS MA NOKPAWUMU A0ANMUBHICIb 00 PealbHUX cyerapiis. Xoua jcoden memoo ne nponoHye
VHIBEPCAIbHORO PilleHHs, Ye 00CAIOHCeHHS NIOKPECTIOE 8ANCIUBICING BUKOPUCIAHHS PI3HOMAHIMHUX Memo0is 015 eqhek-
mueHo2o monimopuney ma 3axucny 6i0 DDoS-3aepo3. Tlooanvuii docriddcenns maroms Oymu 30cepeddceni Ha inme-
epayii 6azamozpannux mooenell UAGLEHHs 05l KpAu020 peazys8anis Ha MIHAUGUL 1anowadm 3azpo3 Kibepoesneyi, sKi
cmeopioroms DDoS-amaxku.

Knrouoei cnosa: mawunne naguanns, DDoS, ¢ppaxmanvnuii ananiz, kiacugixayis.
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Problem Statement

Distributed Denial-of-Service (DDoS) attacks are one of the most dangerous among cyberse-
curity threats. In a basic Denial-of-Service (DoS) attack, a single source generates a high volume of
traffic or repeated requests to overwhelm a network or service, aiming to exhaust its resources and
disrupt normal functionality causing denial of service for legitimate customers. While DoS attacks
can be damaging to some extent, they are generally limited by the attacker’s own resources and are
easier to detect and counteract due to their single point of origin. Currently, they are seldom used and
pose minimal cybersecurity threats. DDoS attacks, however, are a more advanced and destructive
form of DoS. They harness multiple compromised systems, typically organized into a botnet, to con-
duct a coordinated attack. This distributed approach not only amplifies the scale and impact but also
makes these attacks much more challenging to trace and mitigate [1].

Analysis of recent studies and publications

DDoS attacks remain one of the most widespread problems in network security. Despite the fact that
such attacks have existed for more than 20 years, and the means to combat them are improving every year,
attackers are constantly attracting more and more resources to carry out attacks, and the annual damage
from them is estimated in billions of dollars [2]. According to [3] the total number of DDoS attacks in
2023 decreased by more than 50% compared to data from 2022. However, the maximum attack size has
increased by an enormous 93.42% up to 700 Gbps. And an average attack size increased by 233% up to
0.8 Gbps. The difficult geopolitical situation and global tensions make cybersecurity even more important.
Combined with the constant growth of computing resources and network bandwidth available to the aver-
age user, this underscores the importance of protection against DDoS attacks.

There are a huge number of types of DDoS attacks. This diversity makes it much more difficult
to counter them, because they are so hard to detect. Numerous DDoS attacks masquerade as legitimate
traffic, and unusual types of attacks usually have no distinguishing features. These factors preclude
the development of a universal and clear algorithm for detecting such attacks [4]. In such a situation,
the task of detecting DDoS attacks is usually reduced to the formal task of classifying traffic based
on its features. This task is often addressed using statistical methods or machine learning algorithms.

Presentation of the main research material

The machine learning approach remains one of the most popular approaches for detecting DDoS
attacks. Popular classification methods are used for this task: KNN, SVM, Decision Trees, Artificial
Neural Networks, Naive Bayes, etc [5]. Selected papers examining the application of some of these
methods will be discussed below.

Paper [6] describes DDoS attack detection using Support Vector Machine, K-Nearest Neighbor,
Decision Tree and other common classification methods. Authors used a well-known dataset KDD99
which contains 494021 samples. Using the features extraction method 8 features with the most infor-
mation gain were selected. Those features include data such as connection protocol, number of data
bytes transferred from source to destination, percentage of different services on the current host, etc.
According to the study, all methods demonstrated classification accuracy levels above 90% and the
Fuzzy C Mean method showed the highest result with 98.7% of accuracy.

Paper [7] contains a similar study which analyzes DDoS detection using Naive Bayes, Decision
Trees, SVM. It also compares two feature selection methods: Principal Component Analysis (PCA)
and Learning Vector Quantization (LVQ). The study shows that feature selection methods play an
important role in reducing the dimensionality of the data, thus increasing the efficiency of the clas-
sification algorithms used. According to the results of the study, the Decision Tree method used in
conjunction with LVQ showed the best results. A classification accuracy of 98.74% was achieved.

In [8] it is proposed to use a more complicated machine learning algorithm — Long Short-Term
Memory (LSTM), which is a deep learning technique that includes a feature selection and extraction
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algorithm. A popular CICDDo0S2019 dataset was used, which includes different types of attacks:
UDP-Lag, LDAP, NetBIOS, SSDP, SNMP and many others. Each sample contains 88 features which
are used as an input for the proposed model. The authors achieved an accuracy rate of 98%. It is
shown that LSTM can be a better solution to the problem as it encompasses both feature selection and
extraction in its model, which makes it superior to shallow machine learning methods.

Paper [9] proposes a usage of a Random Forest ensemble machine learning algorithm for solv-
ing the problem. CICIDS 2017 and CICDDoS 2019 datasets which contain a range of popular DDoS
attack types were used. Mutual Information (MI) and Random Forest Feature Importance (RFFI)
methods were used for the feature selection process. The proposed model achieved a remarkable
classification accuracy of 99.997%.

Despite success on synthetic datasets, detecting malicious traffic during DDoS attacks in real-
world environments remains challenging. New types of attacks, combining different types of attacks,
varying attack strength over time, all these factors significantly complicate DDoS detection in real
time. One solution to such a problem may be to analyze traffic using fractal analysis.

As demonstrated in [10—12], network traffic exhibits a fractal (self-similar) nature. This self-sim-
ilarity is characterized by strong traffic autocorrelation and long-term dependence, meaning that the
correlation structures remain consistent even when observed over extended time scales. Fractal anal-
ysis methods help identify structural features that may indicate abnormal changes typical of illegiti-
mate traffic. These abnormalities often include various types of network attacks. The paper demon-
strates that a fractal approach can be used to identify different types of DDoS attacks.

The use of statistical features of traffic for detecting DDoS attacks, including fractal analysis
using Hurst Exponent, is also discussed in [13]. The Hurst exponent expresses the degree of self-sim-
ilarity of the time series. It is used in various areas of applied mathematics, including fractals, chaos
theory, long-term memory processes, spectral analysis, and network parameter sizing in queueing
theory. Authors show that Hurst Exponent had a tendency to change significantly during particular
types of attacks. It is concluded, however, that it can’t be used for classifying network traffic without
other features, because the exponent sometimes took unusually high values during the processing of
legitimate traffic.

Paper [14] focuses on fractal analysis to model and understand the self-similarity in network
traffic patterns. Through wavelet analysis, the authors examine the Hurst exponent to quantify these
patterns across multiple scales. This fractal modeling, particularly through multifractal wavelet mod-
els, reveals that network traffic exhibits both large-scale self-similarity and small-scale multifractal
characteristics. Authors use publicly available datasets with network data to prove that proposed
approach may be used for detecting DDoS attacks. Proposed fractal-based model demonstrates high
accuracy in monitoring and predicting network performance anomalies. The authors concede, how-
ever, that their model will require additional customization for other types of network attacks and is
not universally efficient.

DDoS detection remains a complex problem, requiring a combination of different methods for
detection of exotic types of attacks. Popular machine learning classification methods, such as SVM,
Decision Trees, and Naive Bayes, have proven effective in identifying attack patterns with high accu-
racy on synthetic datasets. However, the problem of accurate detection of all types of DDoS attacks
in a real environment is yet to be solved. Techniques such as fractal analysis offer promising results
by identifying the self-similar patterns in network traffic that often signify DDoS attacks. Although
statistical methods can extract network traffic features, [13] indicates that no single statistical char-
acteristic can accurately identify all types of attacks. Further development of these methods and
improved accuracy in DDoS attack detection may depend on using diverse traffic characteristics as
inputs to machine learning models.

https://doi.org/10.32782/mathematical-modelling/2025-8-1-25
257



IIPUKJIA/THI ITHTAHHA MATEMATHYHOI O MOJAEJTIOBAHHA T. 8, Ve 1, 2025

An example of traffic analysis using Hurst Exponent
In order to illustrate the usage of fractal analysis for the traffic feature extraction a part of a
well-known dataset IDS 2018 Intrusion was used [15]. The Hurst Exponent of the forward packets
per second rate was calculated for an interval of 12 hours of data which included a popular type of an
HTTP flood DDoS attack. Table 1 shows resulting values for malicious samples, legitimate samples
and resulting mixed traffic.

Table 1
Hurst Exponent values for different parts of traffic
Traffic type Hurst Exponent
Legitimate 0.9570044
Malicious 0.5808738
Mixed 0.9570041

The data shows that the Hurst Exponent for malicious samples differs significantly from that of nor-
mal traffic. Nevertheless, given the sluggish nature of the attack, which lasted for 12 hours, the value of
the Hurst Exponent for the resulting traffic does not change much. This suggests that the Hurst Exponent
can help detect network attacks, though raw statistical data may require additional processing to be useful.
Fig.1 shows an illustrative graph of the value of forward packets per second rate for the used dataset.
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Fig. 1. Forward packets per second rate

Conclusions

In conclusion, while Distributed Denial-of-Service (DDoS) attacks continue to pose a signif-
icant threat to network security, they often can be detected by using machine learning algorithms.
Techniques such as SVM, Decision Trees, and Naive Bayes have demonstrated high accuracy in
detecting attack patterns on synthetic datasets. However, real-world application remains challenging
due to the evolving and often unpredictable nature of DDoS attacks. Fractal analysis, which captures
the self-similarity in network traffic, has shown potential for identifying abnormal patterns indicative
of DDoS activity. Although it has limitations, fractal analysis can improve the detection process when
combined with statistical features and machine learning algorithms.
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