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INTELLIGENT COMPUTER NETWORK TRAFFIC FORECASTING SYSTEM
BASED ON SYNPHASE DATA PROCESSING

The article considers the problem of increasing the efficiency of computer network management by forecasting their
traffic using intelligent data processing methods. The feasibility of using new generation stochastic models, in particular
periodically correlated stochastic processes (PCSP), which allow simultaneously taking into account the random nature
of traffic formation and its daily cyclicity, is substantiated. Unlike classical models (Poisson, Markov, ARIMA, fractal),
which are limited in reproducing complex patterns, the PCSP-based approach provides a more adequate description
of real processes in telecommunication systems.

The architecture of an intelligent forecasting system is proposed, the core of which is synphase data processing
algorithms. The implemented procedures include parametric covariance estimation, spectral analysis of centered signals
using the Fourier transform, and averaging of correlation components to reduce the influence of noise components.
This ensures high accuracy of reproducing network load variability and forming stable forecasts even under conditions
of stochastic deviations.

Experimental testing was conducted based on data from the Internet provider UFONet (Ternopil). It was found that the
system correctly identifies critical peak intervals (1.8-2.1 TB in the evening) and periods of minimum load (0.5-0.7 TB at
night). Additionally, an automatic load level classification module was implemented, which translates numerical forecasts
into a categorical form (“minimum”, “average”, “critical’). Such a mechanism allows operators and providers to carry
out proactive resource management, reduce the risks of overloads and plan maintenance in the least active time intervals.

The practical significance of the results obtained lies in creating a decision support tool for network infrastructure
administrators, which increases the stability of the system and the quality of service provision to users. The scientific
novelty of the work is determined by the synthesis of PCSP methods and synphase analysis in a single intelligent
forecasting system. Prospects for further research are related to the integration of the developed system with machine
learning algorithms and the expansion of its application to multi-level computer networks of the next generations.

Key words: computer networks, intelligent system, traffic forecasting, synphase processing, periodically correlated
random process, MATLAB.
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IHTEJEKTYAJIBHA CUCTEMA NPOI'HO3YBAHHSA TPA®IKY KOMII'IOTEPHUX MEPEX
HA OCHOBI CUH®A3HOI OBPOBKH JJAHUX

Y ecmammi posensinymo npobremy niosuwjenns epexmurHocmi ynpasuinHa KOMN 10MEPHUMU MEPENCAMU UWILAXOM
NPOCHO3YB8AHHA IXHbO20 MPADIKY 3 BUKOPUCIIAHHAM THMENeKMYaNbHUX Memodie 06pooxu danux. ODIPYHMOBAHO O0YiNb-
HICMb 3ACMOCY8AHHA CMOXACMUYHUX MOOeNell HOB020 NOKONIHHSA, 30KpeMa NepiooUtHO KOpelbOBaAHUX GUNAOKOGUX NPO-
yecie (IIKBII), wo 003601510mb 00OHOUACHO BPAXYSAMU SUNAOKOBY NPUpooy PopmMyeanHs mpapicy ma 1o2o 00008y
yuraiunicmos. Ha 6iominy 6i0 knacuunux mooeneil (I1yacconiscokux, Mapkoscorux, ARIMA, ¢ppaxmanvrnux), siki oomedice-
HI Yy 6I0MBOPEHHI KOMNJLEKCHUX 3aKOHOMIpHOCmell, nioxio Ha ochosi IIKBII 3abe3neyye 6invus adekeamuuii Onuc peaiv-
HUX npoyecie y meaekoOMyHIKAyitiHux cucmemax.

3anpononosano apximexkmypy IHMeNeKMyaibHoi cucmemu NPOSHO3YEAHMNS, AOPOM AKOI € anopummu cuH@asnoi
00pobku danux. Peanizosani npoyedypu 6xaouaioms OYiHOBAHHA NAPAMEMPUYHOL KoBapiayii, CNeKmpaibHull anaiz
YEeHMPOBAHUX CUSHANIE 3a OONOMO2010 nepemeopents Pyp’c ma ycepeonents KopenayitiHux KOMNOHEHM Oisl 3HUMHCEHHS
SNIUBY ULYMOBUX cKAaA008uUX. Le 3abe3neuye 6ucoky mouHicmy 6i0meopeHHs 6apiamusHoOCni Mepenceso2o HagaHmMadiCeH-
Hsl ma opmyeanHs CMIUKUX NPOSHO3I8 HABIMb 3 YMOG CIOXACMUYHUX GIOXUTEHD.

Excnepumenmanvna anpobayis nposedena Ha ocnosi oanux inmeprem-nposatioepa UFONet (m. Teproniny). Bema-
HOBIEHO, WO cucmema KOpekmHo ioenmu@ixkye kpumuuni nikosi inmepeanu (1,8-2,1 Th y eeuipni ecoounu) ma nepioou
Mminimanvroeo nasanmasicennsi (0,5—0,7 TE ynoui). JJooamkoeo peanizosano mooyib asmomamuinol kiacu@ikayii pisHie
HABAHMAICEHHS, AKUL NEPE6OOUNb YUCTO8] NPOSHO3U Y KamMe2opianbHy Qopmy («MIHIMATbHE», «CePpeOHEy, KKPUMUYHE)).
Taxuii mexanizm 0036015€ onepamopam i nposaiioepam 30iicHiosamu NPOAKmMusHe ynpasiinHa pecypcamis, SMeHULy8amu
PUBUKU NEPEBAHMAICEHb MA NAAHYE8AMU MEXHIUHEe 00CTY208YBAHH Y HAUIMEHW AKMUBHI YacOo8l IHMepeau.

Tpakmuune 3nauenHs OmpuUManux pe3ynomamie nojsaeac y Cmeoperui iHCmpymeHmy niOmpumKy RPUUHAMMA piuleHs
0151 AOMIHICIMPAmopis mepestcesoi iHghpacmpykmypu, wo niosuuye cmadiibHicms pooomu cucmemu ma AKiCms HA0aH-
Hs nociye kopucmyeauam. Haykoea nosusna pobomu eusnauaemocsa cunmezom memoodie IIKBII i cungasnozo ananizy
6 COUHIU [HMeLeKMyanoHill cucmemi npoernosysanis. Ilepcnexkmuu nooarbuiux 00CIIONCeHb NO8 SA3aHI 3 IHMe2payicio
po3pobaenoi cucmemu 3 aneOPUMMAMU MAUWUHHO20 HAGUAHHA A POSWUPEHHAM i 3aCmOCy8ants Ha OazamopieHesi
KOMN T0MepHi Mepedici HaCmyNnHUux nOKONIHb.

Kniwouosi cnosa: komn tomepni mepedici, iHmeieknyaibha cucmema, npoeHo3yeanus mpapixy, cungasna oobpoodxa,
nepioouuno Kopenvosanuil sunaorkosuil npoyec, MATLAB.

Statement of the problem
The intensive development of information technologies and digital services leads to an unprecedented increase in the
load on computer networks. Millions of users generate large amounts of data every day in the form of multimedia content,
streaming services, and transactional operations, which forms a highly dynamic and stochastic nature of network traffic.
In the face of such challenges, the creation of intelligent forecasting systems that are able not only to monitor the current
state of the network, but also to predict its future load in order to avoid overloads and ensure the high-quality functioning
of the infrastructure becomes especially relevant.
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Analysis of recent research and publications

Intelligent forecasting systems combine mathematical traffic models (from classical stochastic to modern hybrid and
fractal), forecasting algorithms (autoregressive, Markov, machine learning, neural networks), software complexes with an
interactive interface and network integration tools.

Over the past decades, a number of models have been proposed in world science to describe network traffic, in
particular, the Poisson model [1], Markov models [2—3], ON—OFF models [4] describe the alternation of active and
passive states; convenient for multimedia, but do not reproduce long-term correlation, modulated Markov (MMF, IPP)
[5], autoregressive models (AR, ARIMA) [6], fractal models [7-8], TES models [9], models based on machine learning
[10—11], hybrid models [12].

All traditional models have value in their classes of problems, but an intelligent forecasting system requires a model
that simultaneously takes into account stochasticity, correlation, and periodicity (existing models do not provide this).

Formulation of the research objective

The most promising approach in this context is the approach based on periodically correlated stochastic processes
(PCSPs) [13], which reflect the cyclical nature of daily fluctuations, phase variability and stochastic nature of traffic. The
combination of this model with synphase analysis [14] of data opens up the possibility of creating a new generation of
intelligent systems capable of predicting network load with high accuracy and generating recommendations for optimizing
equipment operation.

Thus, the task of developing an intelligent computer network traffic forecasting system that combines a mathematical
model of the PCSP, an algorithmic core of synphase processing, and software for practical use by providers and network
administrators is relevant.

Presentation of the main research material

To substantiate the structure of the traffic load model, which is the core of the synphase analysis method and intelligent
forecasting system, empirical data obtained from the Internet provider UFONet in Ternopil was used. Visualization of
the dynamics of network traffic registered during a seven-day period (01-07.07.2024) in the residential complex “Park
Complex” is shown in Fig. 1.
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Fig. 1. Traffic data of the residential complex “Park Complex”

The graph (Fig. 1) of network traffic shows two key characteristics — variability and periodicity. Variability is
manifested in fluctuations in traffic volumes from 0.5 to 2 TB, uneven load within cycles, and regular deviations from the
average level of 1.2—1.7 TB. Periodicity reflects daily cyclicality: traffic peaks are repeated daily, the lowest values occur
at night, and the highest values during the day and evening, which indicates the rhythmic nature of the load.

Therefore, the traffic in Fig. 1 has a pronounced variability and stable daily periodicity, which allows predicting the
nature of loads and planning network resources taking into account recurring cycles.

The presence of significant variability (stochasticity) of traffic characteristics (Fig. 1) makes it impossible to apply a
deterministic approach to its mathematical description. Under such conditions, it is advisable to use a stochastic approach,
which provides adequate modeling of the processes of traffic load formation. Based on this approach, methods and
intelligent forecasting systems are created that can take into account the specifics of real data.

The stochastic representation of traffic load opens up the possibility of building flexible and adaptive models.
They reflect both the temporal periodicity of the signal and its amplitude instability, characteristic of real electronic
communication systems.
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A model of network traffic behavior, presented in the form of a PCSP, which takes into account the daily cyclicality
and stochastic nature of traffic:
_Jj2nk

g(1)=2 5 (t)e T, teR, (1)

keZ

_Jj2mk
T

where &,(#) — stochastic component of traffic load; e — periodic component of load traffic, 7= 24 hour.

The stochastic traffic load model (1) reflects not only its real nature, but also forms the basis for the development of
intelligent forecasting methods aimed at practical application in computer network control systems.

The PCSP methods implement three fundamental algorithms for processing network traffic data: synphase, component,
and filter. The synphase approach is key for an intelligent forecasting system, as it analyzes the dynamics more deeply,
first determining the covariance of the data, and then isolating the frequency components through the Fourier transform. In
contrast, the component and filter methods estimate the covariance directly in the frequency domain. Synphase processing
in an intelligent traffic forecasting system is based on the assumption that the informative characteristics of the network
load can be represented as functions with recurring time-dependent features that are formed in the structure of correlation
components:

_j2mk

Bu(u)=7 The(ta)e T, @)

keZ

where b, (t ,u ) — parametric covariance; 7— period of traffic load data corresponding to the duration of the day; « — time shift.
Correlation components (2) allow the intelligent system to distinguish characteristic features of network traffic,
which significantly increases the accuracy of predicting its load and provides effective support for computer network
management processes.
The procedure of averaging components (2) is a necessary step to increase the stability and reliability of the forecast
according to the expression:
~ I <~
M B ()] = LB (v). 3)
Averaging M, B f (u) filters out noise fluctuations, allowing the intelligent system to generate generalized
recommendations based on stable long-term traffic patterns. For the provider, this means focusing on strategic resource

planning and improving the reliability of infrastructure management, while 3D visualization Bj(u) is designed for
in-depth analysis of current and short-term processes.

The averaged synphase 3D components M, {B k (u)} are shown in Fig. 2.

Based on the analysis of averaged traffic data, it was found that the average load during the working period is about
1.4 TB per day, with deviations ranging from 0.5 TB during the night hours to over 2 TB in the evening. The variability is
approximately +0.6 TB from the average, which emphasizes the high stochasticity of the process.

The averaged correlation components allowed us to determine the time intervals with the highest load. In particular,
peak values are predicted to occur in the period 19:00-23:00, when the load increases to 1.8-2.1 TB, while the minimum
values are recorded in the period 03:00-06:00, when the traffic decreases to 0.5-0.7 TB. Averaging the results confirmed
the repeatability of such dynamics throughout the entire weekly cycle, which gives grounds to consider it a stable
characteristic of network behavior.
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Fig. 2. Averaged synphase 3D components of computer network traffic load data
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For an intelligent system, this means that forecasting has not only a qualitative but also a quantitative basis. The system
is able to warn about possible overload at specific times of the day and provide the operator with recommendations, for
example, about the need to reserve additional resources for evening periods or optimize maintenance during hours of
minimum load. Thus, the combination of 3D visualization and averaged results with numerical characteristics creates a
comprehensive picture that simultaneously reflects the instantaneous dynamics of the process and its long-term patterns.

An additional functional element of the intelligent system is the module for automatic detection of peak intervals. Its
task is to generate time stamps with classification of the predicted load into categories:

— “critical load” — a traffic level exceeding a threshold value (for example, over 1.8-2.0 TB), when there is a risk of
overloading network equipment;

— “average load” — the operating traffic range (1.0-1.7 TB), which corresponds to the normal functioning of the
network;

— “minimum load” — time intervals with the lowest user activity (up to 0.7 TB), when it is possible to perform
preventive work.

The module’s operating algorithm is based on the results of synphase forecasting: after calculating synphase components
and building a traffic forecast, the system automatically determines the intervals of exceeding the set thresholds and
assigns the appropriate category.

It is assumed that the intelligent system generates predicted traffic values in the form of a time sequence:

X ()= {M, (B ()} M By ()}, (B ()}, we[0.U], (3)

where M, {Z? r (u)} — predicted load at time u.
We define three load ranges based on threshold values:

min load,  0<M,{B, ()| <6l
Q=1<average load, 01<M, {lAik (u)} <02, 4)

max load, Mu{g’k (u)}zez

where 01 i 62 — adaptive threshold levels determined taking into account the statistics of the forecast data, 61 = — o1 ta
02 = p + o, where p — average value, ¢ — standard deviation.

The thresholds 61 and 62 define the interval of statistically normal fluctuations of the traffic signal around the mean
i, which allows to automatically separate typical states from anomalous ones. Thus, the system moves from simple
forecasting to intelligent decision support.

Fig. 3 shows the result of the automatic peak interval detection module, which is an additional functional element of
the intelligent traffic forecasting system.

The intelligent system automatically calculated the thresholds 61 and 62:

— lower threshold 81 = 0.009 — “low load” limit, corresponding to periods of lowest user activity;

— upper threshold 62 = 0.015 — “critical load” limit, exceeding which may cause network equipment to be overloaded.

The graph in Fig. 3 shows two main peak segments where the amplitude exceeds 02: the first — approximately between
3.14 and 3.28 hours, the second — from 17.29 to 20.52 hours. In these intervals, the system records the “critical load”” and
generates the corresponding time stamps for the operator.

Signal with threshold crossing moments
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Fig. 3. The result of the automatic peak interval detection module
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Between levels 01 and 02, the signal is in “medium load”, which is the normal network operation mode. During hours
when the amplitude drops below 61 (for example, around 0-2 a.m. and after 10 p.m.), traffic is classified as “minimum
load”, which is optimal for preventive work.

Thus, the intelligent system receives not only a quantitative prediction of future load, but also a qualitative interpretation
in the form of administrator-friendly recommendations. This allows providers to identify critical, average and minimum
load time periods in advance, plan resource allocation and optimize the operation of the network infrastructure.

Conclusions

The article proposes an intelligent system for predicting computer network traffic, based on a combination of a
stochastic model of periodically correlated random processes and synphase data processing algorithms. It is shown that
this approach allows us to adequately take into account the stochastic nature of traffic and its daily cyclicity, which
significantly increases the accuracy of forecasting.

The developed methods provide the ability to detect peak and minimum load intervals, automatically classify traffic
levels, and generate operator-friendly recommendations for network resource management. Experimental studies
have confirmed the system’s ability to timely identify critical conditions and create a basis for proactive infrastructure
management.

The practical significance of the work lies in creating a decision support tool for providers and network administrators,
which allows reducing the risks of overloads, optimizing resource use, and improving the quality of service provision.

Further research is aimed at integrating the system with machine learning algorithms, as well as its adaptation for
next-generation multi-level networks, which will provide expanded functionality and increased efficiency in managing
complex telecommunications systems.
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