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ANALYSIS OF CRYPTOGRAPHIC RESISTANCE OF ITERATIVE
ALGORITHMS BASED ON CONSIDERATION OF ITERATIVE
DIFFERENTIAL CHARACTERISTICS

The experiments on searching for the best (with maximum probability) differential characteristics (DC) for the well-
known DES algorithm is performed. It was demonstrated for the DES algorithm that in the best DCs with a large number
of rounds (more than 10), about 70% of the rounds are covered by the iterative DC. Based on these facts, an improved
method for estimating the probability of the best DCs for the DES algorithm was proposed. Estimation was performed
using various methods. It was assumed that for other iterative algorithms in the best multi-round DCs a significant
percentage of rounds will also be covered by iterative DCs.

A review of the existing results of estimating the differential properties of the Ascon algorithm (NIST SP 800-232
standard) was made.

Information about the minimum number of active substitutions is known: for 2 rounds, the minimum number is at least
4, for 3 rounds — at least 15.

The results of the search for DHs for the p-transformation of the Ascon algorithm for 5 or more rounds are also
known: no DH with the number of active S-blocks less than 64 was found. It is also noted that the search was carried out
by selecting a small number of active S-blocks in the middle rounds, and then moving to the initial and final rounds, where,
of course, the number of active S-boxes will grow rapidly. It is clear that such an approach and the resulting estimate
cannot be considered accurate and final.

In our opinion, a smaller total number of active S-boxes can be obtained by preliminary searching for iterative DHs
and their subsequent use.

The possibility of performing a search for the best DHs for Ascon algorithm based on consideration of iterative
differential characteristics is discussed. An algorithm for searching for iterative differential characteristics for modern
ciphers is proposed.

Key words: Symmetric ciphers, Differential cryptanalysis, Differential characteristic, Iterative differential
characteristic, DES, Ascon.

B. 1. PYXXEHIIEB

JOKTOpP TeXHIYHUX HayK, JIOIEHT,

npodecop xadenpu O6eznexkn iHGOPMAIIIHHIX TEXHOJIOTIH
XapkiBChKHII HAIlIOHATBHUN YHIBEPCUTET PaiOeNeKTPOHIKH
ORCID: 0000-0002-1007-6530

AHAJII3 KPIITOTPA®TYHOI CTIMKOCTI ITEPATUBHUX AJITOPUTMIB,
OCHOBAHUM HA PO3IVIAJI ITEPATUBHUX JTUPEPEHIIAJTbHUX XAPAKTEPUCTHK

IIposedeno excnepumenmu 3 NOUWYKY HAUKPAWUX (3 MAKCUMATLHOIO UMOBIPHICTNIO) OUpepeHYianbHuX XapaKmepucmux
(4X) ona sidomoco ancopummy DES. Ilpedcmasneno ananiz cmpykmypu yux X 3 Memorn 6usHaueHHA 3a2albHUX
npunyunie nodyoosu maxux /X ons iHwux, 6inew cyuacuux areopummie. /ns aneopummy DES npooemoncmposano,
wo y natikpawux X npu eenuxiu xinbkocmi yukaie (binvwe 10), onuszvko 70 % 6i0comkié yukaie 3aKpusae came
imepamusna JIX. Ha ocnosi yux 0aHux 3anponoH08aH0 800CKOHANIEHUN MemOoO OYiHIO8AHHA UMOGIPHOCMI HAUKPAWUX
JIX ona aneopummy DES ma suxonare nopieHAHHA OYiHOK, AKi HAOAOMb iHW Memoou. 3pobieno npunyujeHHs, wo 0
IHWUX iIMepamueHux anrcopummie y kpawux oazamoyuxiogux J[X sHaunuil 6i0COMOK YUKIi6 medic 6yoe HaKpueamucs
imepamugnumu /[ X.

3pobneno oenao icuylouux pesynomamis oyintosanna ougpepenyiiinux enacmugocmeii aneopummy Ascon (cmanoapm
NIST SP 800-232).

Biooma ingopmayia npo minimaneny KineKicme akmueHux niocmanogok: 0nsi 2 payHOi8 MIHIMANbHA KITbKICMb He
MmeHuie 4, 015 3 payHoie — He meHute 15.
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Taxoorc 6ioomi pesynomamu nowtyky /IX ons p-nepemeopenus aneopummy Ascon onsa 5 abo binviue paynois: ne 6yio
3natideno anoonoi JX 3 xinvkicmio akmugnux S-610kie menuie 64. Taxodc 3a3Hauaemuves, wo nouyk 30iUCHIOBABCS
WILAXOM 8UOOPY Heenukoi Kinbkocmi akmusHux S-010Kie y cepeOnix paynoax, a nomim nepexooy 00 nouamkogozo ma
@inanvrHo2o paynois, Oe, 36UNAlHO, KIIbKICMb aKMUSHUX S-O0KCI8 WeUOKo 3pocmamume. 3po3ymino, wo maxuil nioxio
ma ompumMaHy OYiHKY He MOJICHA 68ANCAMU TMOYHUMU Md OCHAMOYHUMU.

Ha nawy oymky, menwy 3a2anvHy KinbKicmb akmugHux S-OOKCi8 MONCHA OMPUMAMU ULTAXOM NONEPEOHbO2O NOULYKY
IIX ma ix nodansbuio2o UKOPUCMAHHS.

0062080pIOEMBCA MONCTUBICIL BUKOHAHHA NOWLYKY Havkpawux [IX 018 ybo2o anzopummy HA OCHOGI pO32nA0y
imepayitinux oughepenyianoHux Xapakmepucmux. 3anponoHo8ano areopumm NOWyKy imepayiinux OougepenyianoHux
Xapaxmepucmux 051 Cy4acHux wugpis.

Kniwouosi cnosa: Cumempuuni wudpu, ougpepenyianvhuii Kpunmoananiz, ougepeHyianbHa Xapakmepucmuxda,
imepamuena oughepenyianrvna xapakmepucmuka, DES, Ascon.

Introduction

The symmetric cryptography is the main tool for ensuring cybersecurity. The evolution of symmetric cryptology, like
the evolution of many other areas of science, partially occurs in a spiral. Those algorithms that were considered obsolete
and out of use 10 years ago can today be attributed to an actively developing area of symmetric cryptography — light-
weight cryptography. Such algorithms include DSTU GOST 28147 — 2009, DES, TEA, IDEA, etc. The attention paid to
these algorithms is confirmed by the fact that lightweight versions of these algorithms are appearing: for example, for the
DES algorithm [1] — the DESL [2] and DESXL [3] algorithms, for the TEA algorithm — the XTEA [4] and XXTEA [5]
algorithms.

More modern lightweight algorithms, as a rule, are used larger block size and key, however, main principles and ideas
related to the analysis of cryptanalytic properties for long-known algorithms are also applicable to more modern ones. The
above said is fully applies to one of the most powerful and universal cryptanalytic attacks — differential cryptanalysis. And
for the analysis of resistance to this attack it is usually necessary to estimate the upper bound of the (-1)-round differential
characteristic (DC) for the r-round cipher's transformation. The existence of DC with high probability leads to effective
differential attack [6].

Statement of the problem

Assessing the strength of iterative crypto-transformations with a large block (for example, the Ascon algorithm with
block size 320 bits) to differential attacks.

Known research and publications analysis. Results of differential characteristic search for algorithm Ascon

The process of finding the best DCs is problematic for modern lightweight cryptographic algorithms with a block size
significantly larger than 64 bits.

In [15] were presented information about the minimum number of active substitutions: for 2 rounds minimum number
is not less than 4, for 3 rounds — not less than 15.

Known results of DC search for the p transformation of the Ascon algorithm are presented in [13]. It is said that for 5
or more rounds, no DC with a number of active S-boxes less than 64 was found. It is also said that the search was carried
out by selecting a small number of active S-boxes in the middle rounds and then moving to the initial and final rounds,
where, of course, the number of active S-boxes will increase rapidly. It is clear that such an approach and the obtained
assessment cannot be considered as accurate and final.

In our opinion, a smaller total number of active S-boxes can be obtained by preliminary search for iterative DC and
their subsequent use.

The aim of work

The aim of this work is to perform and discuss experiments on searching for the best (having the maximum probabil-
ity) differential characteristics (DC) for the well-known DES algorithm, as well as to analyze the structure of these DCs to
identify general principles for constructing such DCs for other, more modern algorithms [7] including the relatively new
lightweight standardized Ascon algorithm [13,14].

Methods for searching for DCs with maximum probability

Method of Matsui

In the work [8] M. Matsui proposed an algorithm for searching for multi-round differential characteristics with max-
imum probabilities for DES-like ciphers. The method is based on the fastest possible sifting out of DCs that cannot be
better than the best known DCs for a given number of transformation rounds.

This method is applicable to ciphers with a small block size (not more than 64 bits), for example, DES, FEAL, and
requires significant computing resources. For ciphers with a large block size, this algorithm will require too much com-
putational resources that are unrealistic in practice.

Method of Knudsen

One of the methods for finding multi-round differential characteristics with high probabilities was proposed by
L. R. Knudsen in [9] and is based on the consideration of iterative differential characteristics (IDC). The method requires
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significantly fewer computing resources than Matsui method, since it operates more selectively. To assess the security
of the DES [1] and s2-DES [10] ciphers, Knudsen considered several types of IDC (see Fig. 1) and then construct mul-

ti-round DC from these IDCs.
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Fig. 1. Types of IDCs from Knudsen’s method

In this figure and further, the IDCs are presented in the notation of the work [9], for the first type of IDC in Fig. 1, a)
an explanatory scheme for the Feistel chain is also given. In the works [11-12], an extended set of IDCs was presented

(Fig. 2).
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Fig. 2. Extended set of iterative differential characteristics
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Iterative characteristics differ in the number of groups of active substitutions, between which transitions occur in the
process of performed transformations.

By going through various values of T, @, P for the schemes in Fig. 1, Knudsen found IDCs of various types. Repeating
the found IDC the required number of times, he covered the number of rounds necessary for organizing an attack, as
shown in scheme a) in Fig. 3.

— B I:q| rounds

IDC

— |:IDC
IDC

— |:IDC

— L I:qz rounds

n rounds
n rounds

a) b)

Fig. 3. Schemes of using IDCs in building best DCs

Proposed modified method

However, our computational experiments on finding the best DC for Feistel-like ciphers indicate that the general form
of the best multi-round DC can be represented as in Fig. 3, b). Due to this discrepancy with scheme in Fig. 3, a), the prob-
ability of a multi-round DC obtained using the Knudsen method will be lower than the actual value, i.e. the cipher may be
more vulnerable to differential cryptanalysis than would be expected after using the Knudsen method.

Thus, one of the main drawbacks of the Knudsen method is possible underestimation of the DC probabilities. In addi-
tion, the types of IDC considered by Knudsen (Fig. 1) are far from exhausting the entire set of IDC. Additional types of
IDH were considered in the works [11-12] and presented on Fig. 2.

Computational experiments to find the best DC using the algorithm proposed by Matsui [8] was performed for a num-
ber of DES-like ciphers that differ in substitution tables: the original DES [1], s3DES [10], s5DES, DES variants with
substitution tables constructed in accordance with additional requirements [11,12]. The best multi-round (up to 16 rounds)
DCs were found. The design features of the best multi-round DCs for some DES-like ciphers are presented in Table 1.

The column "IDC type" indicates the type of IDC and the number of rounds that the extended IDC of this type covers
in the best DC. Based on the analysis of these data, as well as similar indicators for other considered ciphers, the following
statement can be formulated:

Statement 1. For a DES-like cipher, in the best n-round DC (n>10), at least »—6 rounds are covered by a multiple-ex-
tended IDC.

Unfortunately, it was not possible to prove statement 1 theoretically at this stage, therefore the validity of the presented
statement is confirmed by the results of computational experiments on constructing multi-round DC for DES-like ciphers
(in total, about seven variants of DES-like ciphers were considered). The presented statement allows us to propose a
method for estimating the maximum probability of DC.

Method for estimating the maximum probability of an n-round (n> 10) DC of a Feistel-like cipher:

1) using the Matsui algorithm or in some other way, the maximum probability of a 6-round DC is determined,

2) using the modified Knudsen method with an increased set of considered types of IDC, the maximum probability of
an (n-6)-round DC is determined;

3) the maximum probability of an n-round DC is calculated as the product of the values obtained in the first two steps.

According to Statement 1, the probability of DC found using the given method will not be lower than the actual value,
therefore, the proposed method can be used to check the practical criterion for the resistance of ciphers of the considered
type to differential cryptanalysis.

We believe that the general structure of the best DCs will correspond to the scheme in Fig. 3,b) for many other iterative
ciphers with a sufficiently large number of rounds. Then, to estimate the maximum probability of a DC, we need to find
the IDC and determine the number of rounds that the IDC will cover.

Results of using modified method for DES-like ciphers

The results of considered methods using for DES-like ciphers is presented in Table 2.

First of all, practical feasibility is important. Next, it is bad when the probability of DC is underestimated, since the
real algorithm will be more vulnerable to attack than the results of analysis show (Knudsen's method in the table 2). It is
also bad when the probability of DC is greatly overestimated (standard method in table 2). In this case, the algorithm may
be too slow due to the using of larger number of rounds than it is needed.
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Table 1
The design features of the best multi-round DCs for some DES-like ciphers
) Number of IDC type (number of Probabili‘ty with using Pr‘obability with Prqbability ‘with Probability with
Cipher Matsui’s method using Knudsen’s using classical .
rounds rounds covered by IDC) using our method
(exact value) method method
7 2-rounds (7) 2236 27236
8 2-rounds (8) 273048 273148 271
9 2-rounds (9) 273148 273148
10 2-rounds (10) 273835 273935 27357
DES 11 2-rounds (11) 273935 273935 27357
1 2 2—r0unds (]2) 246,22 247.22 2—]8,46 243,58
13 2-rounds (13) 24722 24122 243,58
14 2-rounds (14) 2551 2551 275145
15 2-rounds (15) 27561 2551 25145
16 2-rounds (16) 261,97 276297 2235 275932
7 2726,03 2734,4X
8 2735,22 242,9 2711.74
9 6-rounds (9) 274107 27429
10 6-rounds (10) 24542 275093 24097
11 6-rounds (10) 274784 275593 274097
S3DES 12 6_r0unds (1 0) 2753,1 2764,35 2718,46 249,00
13 6-rounds (10) 27552 276435 -S4
14 6-rounds (10) 26461 27238 2624
15 6-rounds (11) 276985 277738 2624
16 4-rounds (14) 277803 27858 285 277045
7 8-rounds (5) 272715 272852
8 2-3562 2-3856 21174
9 8-rounds (9) 273856 273856
10 8-rounds (9) 24324 274356 274005
46,43 47,81 40,05
SSDES }é 2_;23E§z Eg; ; 51,11 5 57,84 2 18,46 ; 45,05
13 8-rounds (9) 27543 275784 27493
14 8-rounds (13) 26252 276284 2-5933
15 8-rounds (13) 2°657 26709 2-5933
16 8-rounds (13) 277542 277712 2755 276858
Table 2
The results of considered methods using for DES-like ciphers
Standard classical method Knudsen’s method Proposed method Matsui’s method
Wo'r king time . — 15 minutes 25 minutes 4-5 days
(computational complexity)
The maximum deviation Overestimation by 254 times
of the result from the exact (deviation increases with Underestimation by 2'* times | Overestimation by 27 times Exact value
value increasing number of rounds)

It can be seen that the proposed method makes it possible to obtain a sufficiently accurate value with low computa-
tional complexity. Therefore, we believe that this method will also be useful in the analysis of more modern algorithms.
Algorithm for Iterative differential characteristics search for Ascon

According to the results presented in sections 5, 6, in our opinion, the refinement of the known results of the resistance
of the Ascon algorithm to differential attacks (presented in section 3) can be connected with the analysis of iterative DCs.

For organizing the IDC search, at the first stage it is needed to identify two or more groups of S-boxes that can be
alternately activated in accordance with the linear dispersion transformations used in the cipher. In this case, the search
will consist of performing the following steps:

a) building of difference distribution tables for the S-substitutions of the algorithm,

b) all possible variants of the number of groups g and the number of active S-boxes in each of the groups are consid-
ered: m;, my, ..., My,

¢) for each variant of the numbers m;, m,, ..., mq, all possible combinations of S-boxes are considered. If such groups
of S-boxes are found for which cyclic movement is possible: from group m, of active S-boxes to group m,, from group m,
of active S-boxes to group ms, etc. until the transition from group m, of active S-boxes to group m,, then proceed to the
next step d;

d) all possible values of differences are analyzed within the selected groups of active S-boxes;

e) for each variant, in accordance with the differential difference tables, the possibility of transitions between different
groups is checked; if there is such possibility, then an iterative characteristic found.
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The presented algorithm will be difficult to implement for a large number of groups and a large number of active
S-boxes in groups, but for limited variants (2-4 groups of 2-5 S-boxes in each groups), computational experiments are
planned for the Ascon algorithm.

Conclusions

1 Evaluation of resistance to Differential Cryptanalysis based on consideration of IDC (iterative differential charac-
teristics) allows to obtain a more accurate estimation of resistance than the Knudsen method [9] with significantly fewer
computational costs than the Matsui method [8].

2 Using the example of the DES algorithm, it was demonstrated that the best differential characteristics with a suf-
ficiently large number of rounds contain most of the rounds that are covered by the iterative differential characteristic
(according to the results of experiments for DES with 10 or more rounds, the iterative differential characteristic covers at
least 70% of the rounds). We believe that the such structure of the best DCs will correspond and for many other iterative
ciphers with a sufficiently large number of rounds.

3 The main steps of the algorithm for searching for iterative differential characteristics for iterative symmetric cryp-
tographic algorithms were developed. It is planned to implement this algorithm for the Ascon cipher [13, 14].
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