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ARCHITECTURE OF AMODULAR EXPERT SYSTEM FOR VERIFICATION
OF SECURITY POLICIES IN MULTI-TIER INFORMATION ENVIRONMENTS

The article considers the problem of security policy verification in multi-level, distributed and dynamic information
environments. The limitations of traditional centralized approaches are shown in the context of the increasing complexity
of modern information systems and the number of interconnected policies. The feasibility of using modular expert
systems to increase the flexibility, scalability and adaptability of security policy verification processes is substantiated.
The emphasis is on the need for formalized policy representation and automated detection of conflicts and gaps in
access rules. The proposed approach is focused on use in heterogeneous environments with a multi-level security
control structure. The aim of this study is to develop an architecture for a modular expert system for verifying security
policies in multi-level information environments. The research is based on the use of methods of formalization of security
policies, logical analysis of access rules and modular design of expert systems. Experimental modeling and comparative
analysis with existing solutions were used to evaluate the effectiveness of the proposed approach. An architectural model
of an expert system with independent verification modules synchronized through a centralized controller is proposed.
Experimental results confirm an increase in the speed of policy verification, improved scalability, and reduced knowledge
update time compared to traditional approaches. The scientific novelty lies in the combination of a modular approach with
a hierarchical model of the information environment for verifying security policies. The proposed architecture provides
consistent verification of policies at different levels without interfering with the internal logic of individual modules.
The results obtained confirm the effectiveness of the modular expert system for application in complex information
environments. The proposed approach can be used as a basis for creating tools for automated control and analysis
of security policies in critical information systems.

Key words: information security, expert system, policy verification, modular architecture, multi-tiered environment,
access control.
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APXITEKTYPA MOJIYJIbHOI EKCIEPTHOI CUCTEMMH JJIsI BEPUDIKAILIIT
MOJIITUK BE3NEKH B BATATOPIBHEBUX ITHOOPMAIIMNHUX CEPEJTOBUIIIAX

Y ecmammi posenanymo npobnemy eepughikayii nonimux 6e3nexu 8 ymogax 6azamopisHesux, po3nooiieHux ma OuHa-
MiuHux ingopmayitinux cepedosuuy. Tlokazano obmediceHicms MpaOUYitiHUX YeHMpanizo8aHux nioxo0ie y KoHmexcmi
3POCMAHHs CKIAOHOCMI CYYACHUX THOOPMAYIUHUX cucmem | Kitbkocmi 83aemonos’sizanux nonimux. OOIpyHmosano
OOYLNLHICMb 3ACMOCY8ANHS MOOYIbHUX eKCREPIMHUX CUCHeM OJis NIOGUWEHHSL 2HYYKOCMI, MACUmMabosanocmi ma adan-
MuGHOCMI Npoyecié nepesipku noiimux besnexu. Akyenm 3podieHo Ha HeoOXIOHOCmI GOPMANi308AHO20 NOOAHHS NOJ-
MUK [ a8MOMamu308aH020 GUAGIEHHs KOHGIIKMIE ma Npo2aiun y npasuiax 0ocmyny. 3anpononosanuii nioxio opienmo-
BAHULL HA BUKOPUCTMAHHS 8 2eMePO2eHHUX cepedosuyax i3 0azamopierHeso cmpykmypor KoHmponio oesneku. Memoro
00CI0HCEHHSA € PO3POOKA apXimeKkmypu MOOYIbHOI eKCnepmHoi cucmemu 015 eepupikayii nonimux de3nexu 8 bacamopis-
Hesux iHghopmayitinux cepedosuuiax. JJocuiodxncenns 6a3yemvpcsi Ha BUKOPUCMAHHI MemoOis (hopmanizayii norimux desne-
KU, JI02I4HO20 aHATIZY NPAGUI OOCMYNY Ma MOOYIbHO2O NPOEKMYBANHS eKCNEPMHUX CUCMeEM. J{isl OYiHI08anHs epekmus-
HOCMI 3anponoHO8aH020 NIOX00Y 3ACMOCOBAHO eKCHEPUMEHMATIbHE MOOENIOBAHHS MA NOPIGHANbHUL AHALI3 I3 HASAGHUMU
pliwennamu. 3anpononosano apximexmyphy Mooenb eKCnepmHuol CUCmemu 3 He3aneHCHUMU MOOVIAMUY 6epudikayii, cumx-
POHI308AHUMU Yepe3 YeHMPAaNi308anulli KoHmponep. Excnepumenmanvui pesynomamu niomeepounu nio8unyeHHs euoKo-
cmi nepesipKu NOIimuK, NOKpaweHHs Macumabos8anocmi ma 3MeHuleH s Yacy OHO8IeHHA 3HAHb NOPIGHAHO 3 MPAOUYili-
Humu nioxooamu. Haykosa nHoeusna noisicae y no€OHanHi MOOYIbHO20 NIOX00Y 3 IEPAPXIUHOIO MOOGILIIO IHPHOPMAYIIHO20
cepedosuwya 05 eepughixayii nonimux besnexu. 3anpononosana apximexmypa 3abesneuye y3e000iceny nepesipKy noii-
MUK HA PI3HUX PIGHAX De3 8MPYYAHHS Y 6HYMPIUIHIO T02IKY OKpeMux Mooynie. Ompumani pe3yiomamu niomeepodicyoms
eexmugHicms MOOYIbHOI eKcnepmuoi cucmemu Oisi 3aCmoCy8ants 8 CKAAOHUX THopmayiiHux cepedosuuyax. 3anpo-
NOHOBAHUL NIOXIO MOdCe OYMU BUKOPUCAHULL K OCHO8A OJ1 CMEOPEHHSL IHCINPYMEHMI8 A8MOMAMU308AH020 KOHMPOIIO
ma aHanizy noximuk 6esnexy 6 KPUMuYHO aNCIUSUX IHOPMAYIIHUX CUCEMAX.

Kntouoei cnosa: inghopmayiiina besnexa, excnepmua cucmema, 8epugixayis norimux, MooyavHa apximexmypa, baza-
mopieHese cepedosuiye, KOHMpPOb OOCHYNY.

Introduction

In modern information systems characterized by distribution, multi-level access and dynamically changing security
policies, the issue of verifying compliance with these policies is becoming particularly relevant [1]. The growth of data
volume, the complexity of interaction between subsystems of different levels of trust and the need to adapt to new threats
require not only static, but also dynamic means of monitoring the implementation of security policies [2]. Classical
methods that rely on manual verification or hard-coded rules are ineffective in the conditions of high variability and scale
of modern information environments. At the same time, in the practical plane, the information security of organizations
increasingly depends on the ability to timely detect violations of access policies, conflicts between security rules at
different levels and hidden interdependencies that can lead to compromise of the system [3]. In this context, expert
systems play a special role — tools that simulate the decision-making processes of a specialist in the field of information
security [4]. However, traditional expert systems have limited flexibility, are poorly scalable, and often do not take into
account the specifics of modular architectures and the context of multi-level interaction of components [5].

Thus, there is a need to create a new generation modular expert system capable of comprehensive verification of
security policies, taking into account both logical dependencies between access rules and the context of decision execution
in different information domains [6]. The relevance of the problem is also enhanced by the need to unify approaches to
verifying compliance of policies with constantly updated security standards, with the possibility of flexible customization
for specific organizational requirements.

Related works

The issue of security policy verification in complex information environments is considered in many scientific studies
related to access control, formal policy models, expert systems and means of ensuring compliance with information
security standards. Among the common approaches to formalizing security policies, it is worth noting the Bell-LaPadula,
Biba, Clark-Wilson models, as well as Role-Based Access Control (RBAC), which laid the foundation for the development
of access control mechanisms in systems with multi-level privileges [7-9]. However, these models do not provide
sufficient flexibility to adapt to changes in the environment, dynamically redistribute roles and verify the correctness of
the implementation of security rules in real time.

In recent years, the emphasis has shifted to dynamic access policies that take into account the context, history
of user actions, behavioral patterns and external events. In this context, approaches based on Context-Aware Access
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Control (CAAC) and Attribute-Based Access Control (ABAC) are actively developing. Formal methods for checking the
consistency of security rules, algorithms for automatically detecting conflicts between policies, and mechanisms for their
elimination are being developed. Special attention is paid to the use of logical and ontological models to describe complex
dependencies between policies and their elements, as well as the use of fuzzy logic to account for uncertainties.

Expert systems in the field of information security are traditionally focused on incident diagnostics, vulnerability
analysis, or recommendation generation [10]. At the same time, architectural aspects of modularity, ensuring scalability,
and adapting the expert system to hierarchical levels of the information environment are often ignored. Existing
implementations mostly do not allow for effective integration of new knowledge or policies without a complete revision
of the rule system. This limits their application in heterogeneous environments with distributed decision-making points
and a multitude of autonomous components.

Some scientific works suggest using a modular approach to building expert systems, where each module is responsible
for a separate domain of knowledge or a subset of policies [11]. This approach makes it possible to simplify knowledge
updating, localize the analysis logic for individual levels of the information structure, and maintain flexibility when
operating conditions change. However, these approaches are mainly focused on single-level environments or do not
take into account the context of multi-level interaction between modules, which limits the possibilities of their practical
application in complex systems.

Thus, despite a significant number of publications, there are no holistic architectural solutions for building a modular
expert system capable of performing security policy verification in a multi-level information environment, taking into
account the specifics of its dynamics, hierarchy, and contextual interaction between components. It is this scientific gap
that determines the need for further research in this direction.

Formulation of the purpose of the research

The purpose of the study is to develop an architecture of a modular expert system for verifying security policies in multi-

level information environments, which provides flexibility, scalability, and adaptability to changing operating conditions.
Materials and methods

Modular expert system architecture. The proposed architecture of a modular expert system for security policy
verification is based on the principles of modularity, hierarchy, extensibility, and integrativity. The system consists of
independent functional blocks that interact through a common interface for knowledge management and exchange of
verification results. Key components include expertise modules, each of which is responsible for a specific subject area
or level of the system; a central knowledge base where formalized information about security policies is accumulated;
an integration interface that provides data exchange with external sources (information systems, organizational policies,
event logs); and a verification subsystem that initiates logical verification of policies according to established criteria.

The architecture provides a centralized controller that coordinates the exchange of information between modules,
aggregates results, and is responsible for making agreed decisions in cases of conflicts. This approach provides flexible
scaling of the system, localization of changes, independent updating of individual modules, and adaptation to new policy
formats without a significant revision of the entire system.

Figure 1 shows a general architecture diagram: the system core, to which the examination modules, knowledge base,
verification module and interface for interaction with the information environment are connected. The modules can be
activated independently or by event trigger. The system can be expanded by connecting new modules without affecting
other components.

The model of a multi-level information environment formalizes it as a structure consisting of logically separated
levels: application, system and network. Each of the levels implements its own security policies, has separate access
rules, authentication protocols, log storage formats, as well as specific restrictions on the execution of operations. The
application level is responsible for user actions in the application software, role management, and permission verification
based on business logic. The system level covers operating system policies, process protection, and control over access
rights to files and resources. The network level includes mechanisms for firewalling, network segmentation, VPN policies,
and inter-segment routing control.

The hierarchical model allows you to clearly delimit the scope of responsibility of each module of the expert system.
This makes it possible to avoid duplication of checks, ensure consistency of analysis, and consistency in the application
of policies, taking into account the inheritance of restrictions and permissions between levels. Typical scenarios are
identified where lower-level rules may conflict with more general higher-level policies. In such cases, modules should use
a reverse delegation mechanism to refine decisions.

Figure 2 shows a three-tier environment model with corresponding policy examples and security checkpoints. The
hierarchy allows the expert system to implement vertical verification logic: from general organizational policies to specific
technical constraints at the device and network levels.

Formalization of policies and logic for their processing. The model of security policy representation and processing
within the framework of the proposed expert system is based on a unified representation of policies in the form of logical
rules or decision trees, which provides formal processing, comparison and verification. Each rule is described by access
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conditions and corresponding actions, which allows you to automate the verification of the legality of operations in the
system. Formalization is carried out in the form of logical expressions, where each atomic element describes an attribute
of the subject, object or access context.

For the formal representation of access policies in the form of logical constructs, the following generalized
representation is used — IF (Subject.Role = ‘Admin’) A (Object. Type = ‘Confidential’) A (Time € WorkingHours) THEN
Access = ALLOW.

This expression reflects a typical policy that allows only administrators to access sensitive objects during specified
time intervals. This approach allows for a clear formalization of decision-making conditions and the application of logical
methods for subsequent verification.
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Table 1
Example of formalized policies
Policy ID Subject.Role Object.Type Context (Time) Access
P1 Admin Confidential WorkingHours ALLOW
P2 User Public Any ALLOW
P3 Guest Confidential Any DENY
P4 Admin SystemConfig OffHours DENY

This structure provides machine readability, facilitates the search for conflicts (for example, between policies P1 and
P4) and supports automated processing by the verification module.

The policy verification mechanism in a modular environment is implemented as a set of independent modules, each of
which is responsible for checking policies of its own level (network, system, application) or a specific category (access,
authentication, confidentiality). These modules operate autonomously, but are synchronized via a central controller or data
exchange bus. The modules receive policy fragments from the knowledge base, check their compliance with consistency
rules and return the results in the form of a status: valid, conflict, lack of coverage.

In the event of conflicts between modules, a weighted consensus or priority mechanism is used, which determines
which module is given priority. For example, network-level rules may have priority over application-level rules in the
event of conflicts regarding access routing.

The diagram (Fig. 3) shows the logic of interaction between modules: each module receives a verification request from
the controller, performs analysis, returns a result, which is aggregated and used to form a conclusion about the policy as
a whole. Communication between modules is provided via an event-driven bus or AP

Prototyping of the basic configuration of the expert system was implemented using the Drools rule engine, which
allows processing logic in the form of declarative rules. Knowledge is stored in the format of DRL files that support
consistency checking and launching simulation scenarios. Each module is implemented as a separate service that interacts

with the controller via REST API.
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I  Cressosesus D3 1
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Fig. 3. Verification module interaction model

Within the framework of the application scenario, an information system with three access levels was considered:
administrator, employee, and guest. For each of the levels, access policies to certain system objects were formed. A test
simulation of requests to objects in different time and role contexts was conducted. The system successfully detected
conflicting policies, as well as cases when some objects were not covered by any policy, which demonstrated the
effectiveness of the verification mechanism and confirmed the operability of the proposed model.

The results of the experimental study confirmed the effectiveness of the proposed modular expert system for verifying
security policies in a multi-level information environment. During the testing process, the system verified a set of policies
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of varying complexity (from simple attribute-based to context-dependent), simulating work in a distributed environment
with a large number of requests and conflicts. The analysis was carried out in comparison with two existing approaches:
a centralized monolithic verification system and a hybrid system with partial modularity.

The evaluation was carried out according to the following key metrics:

— average verification time of one policy (ms);

— maximum number of simultaneously processed policies;

— knowledge update time after adding a new policy;

— flexibility of configuring modules for the domain (adaptability index);
scalability during expansion (number of added modules without performance degradation).

Table 2
Comparative evaluation of systems
System Verification time (ms) Max politician | Update time (ms) Adaptability Scalability
Monolithic centralized 95 1000 500 Low Limited
Partially modular 60 2500 240 Medium Moderate
Proposed modular system 28 5000 85 High High

The proposed system showed the best results by all criteria. Its ability to adapt is especially noticeable: connecting a
new module did not affect other parts of the system, and knowledge updating occurred with minimal delay. All components
functioned independently, which allowed parallelizing the processes of policy analysis and increasing the overall speed.

The generalization of the results provides grounds for substantiating the scientific novelty and practical value of the
study. The innovativeness of the architecture lies in the combination of full modularity with a centralized coordination
core that does not interfere with the internal logic of the modules, but only synchronizes the results and conflicts. This
approach allows you to scale the system while maintaining the integrity of the logic, and effectively adapt it to new
policies and domains without violating the already implemented functions.

The advantages of the model are manifested in high flexibility, speed of adaptation to security changes, the ability to
localize errors within a separate module, as well as the convenience of expanding knowledge without reviewing the entire
database. Thanks to this approach, the tasks related to:

— policy verification in dynamic, heterogeneous environments;

— updating and merging policies from different sources;

— consistency control when changing the environment structure are more effectively solved.

The proposed architecture is suitable for implementation in complex information security systems operating at the
organizational, state or critical level. It is especially appropriate in cases where high speed, reliability and scalability of
security policy verification are priorities.

Conclusions

The study proposed an architectural approach to building a modular expert system focused on verifying security
policies in multi-level information environments. Unlike traditional centralized or partially modular solutions, the
developed system combines the independence of policy processing at each level with centralized coordination of results,
which provides high flexibility, scalability and adaptability to changes.

The built model allows to distinguish policies by levels and domains, to detect conflicts and gaps in coverage, and to
automatically reconcile verification results. Experimental testing has shown that the proposed system outperforms existing
analogues in key performance metrics, including verification speed, adaptability to policy changes, and support for a
large number of simultaneous checks. The results confirm the practical suitability of the system for use in heterogeneous
distributed environments, where timely and reliable verification of security policy compliance is critical. The developed
architecture can be the basis of a new generation of tools for automated analysis and management of security policies in
complex IT infrastructures.
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