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RESEARCH OF PENETRATION TESTING METHODS

The article examines penetration testing methods as a vital tool for identifying vulnerabilities in modern information
systems and networks. The attention is drawn to improving security in the face of a growing number of cyberattacks and
analyzing ethical hacking to prevent intruders’ threats. An overview of the main approaches to penetration testing, such
as Black Box, White Box, and Gray Box, is provided. Each method assesses system security at different levels, depending
on the information available about the network under test.

The classification of penetration testing by the tested aspects, such as testing of applications, networks, physical
systems, and social engineering methods, is considered. The authors emphasize that web applications require special
attention, as they are the main target of many attacks.

The article also presents a systematic approach to penetration testing, which includes six main stages: planning,
information gathering, vulnerability detection, penetration attempt, analysis and reporting, and cleanup. The authors
emphasize the importance of each stage for effectively protecting information resources and ensuring their resilience
to attacks.

The article provides an overview of popular penetration testing tools, such as Kali Linux, Metasploit, Nmap, and
Wireshark, and analyzes their application at different stages of the pentest. The international security standards used to
develop a penetration testing methodology are discussed.

The conclusions emphasize the importance of penetration testing to identify and eliminate vulnerabilities in information
systems. The authors note that effective penetration testing requires the professional skills of ethical hackers who can use
the same methods as attackers but aim to strengthen system security.
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JOCIIAKEHHA METOAIB TECTYBAHHS HA TPOHUKHEHHA

Y cmammi demanvno 00cnioxcyiomvcsa memoou mecmyganHs HA NPOHUKHEHHA K KII0Y08020 IHCMPYMEHmy
O GUABNIEHHA 8pA3IUGOCMell Y CYYACHUX IHhopmayiiinux cucmemax ma mepedxcax. Aemopu 3eepmaiomsv yeazy Ha
BAJNCIUBICINb NOKPAUeHHsl Oe3neKl 8 YMOBAX 3POCMAaroyol KIIbKoCmi Kibepamax ma ananizylomes emuyHull XaKine 5K
Memoo 3anobieanHs 3a2po3am 3 60Ky 3106MUCHUKIE. Y cmammi noOaHO 0271510 OCHOBHUX NiOX00i8 00 MeCHy8aHHsA HA
npoHuxHeHHs, makux ax Black Box (mecmysanna «uopHozo swuxay), White Box (mecmyesanns «binozo awuxar) ma Gray
Box (mecmyesanua «cipoeo awuxay). Kodicen i3 yux mMemooie 6UKopucmos8yemvcs 015 OYiHKY Oe3nexu cucmemu Ha pisHux
PIBHSX, 3A1€XCHO 6i0 KIIbKOCMI 00CMYNHOI IHGhopmayii npo mepesicy, uo mecmyemaocsi.

Pozenanymo makoc knacugikayito mecmy6anHs Ha NPOHUKHEHHA 3a ACNEKMAMU, WO NepegipaiombCs. MeCy8anHs
0o0amkis, mepec, PizuduHuUX cucmem ma memooig coyianbHol indcenepii. Asmopu niokpecnorms, uo 0cobaueoi ysazu
nompebyoms 6e0-000amKU, OCKIIbKU B0HU € OCHOBHOIO YL 6a2amvox amax.

Y ecmammi maxooic nagedeno cucmemnuii nioxio 00 mecmyeanHs HA NPOHUKHEHHS, AKUL GKIIOYAE WICb OCHOGHUX
emanis: nianyeants, 30ip ingpopmayii, 6UsAENeHHS 6PA3IUBOCMEN, CNPOOA NPOHUKHEHHS, AHALI3 I 36IMHICMb, A MAKONC
ouuujenHs. A6mopu Ha2oIOUYIOMb HA 8AHCIUBOCIIT KOHCHOZ0 3 YUX emanie 0l eqreKmueHo20 3axuchy iHgopmayiunux
pecypcie ma 3abe3nedents ix cmiukocmi 00 amax.

Cmamms micmumy 02150 RORYAAPHUX THCIPYMEHMIB OISl NPOBEOeHHs MeCMYBAHHA HA NPOHUKHeHHA, makux aAKk Kali
Linux, Metasploit, Nmap ma Wireshark, i ananizye ix 3acmocyganns na piznux emanax nenmecmy. Taxooic po3enanymo
MIidHCHApOOHI cmanoapmu 6e3neKi, Ki MOXCYmsb Oymu GUKOPUCIAHT AK OCHO8A 0Ji pO3POOKU Memo0oa02ii mecmysants
Ha NPOHUKHEHHSL.

Bucnosxu nioxkpecnioroms 8axcaugicms 6UKOPUCTIANHA MECHY8ANHSA HA NPOHUKHEHHS OA GUAGLEHHA A YCYHEHHS
spasnueocmeti y iH@opmayitinux cucmemax. Aemopu 3aznauaiome, wo egexmuere MecmysaHHs HA NPOHUKHEHHS
nompebye npoghecilinux HABUYOK eMUYHUX XAKePI8, IKi 30amHI 6UKOPUCIOBYBAMU Mi JC CAMI MEMOOU, Wo U 3108MUCHUKL,
npome 3 Memoio sMiyHeHHs Oe3neKu CUCeM.

Knrouoei cnosa: besnexa, 3acobu mecmysanus besnexu, mecmysanHsa Ha NPOHUKHEHH, KibepOe3nexa.

Problem statement

Today, Internet security requires significant improvement. Breaking into a system, or hacking, is an activity in which
an attacker exploits the weakness in a system for personal benefit or pleasure. Those who engage in hacking are called
hackers, crackers, or intruders. Their goals can range from entertainment and profit to disrupting the activities of others
and gaining recognition. However, they all have a common goal: to find and exploit vulnerabilities in a system. As public
and private organizations move more and more of their critical functions, such as e-commerce, marketing, and database
access to the Internet, attackers have more opportunities to obtain confidential information through web applications.
Therefore, protecting systems from hacker attacks is becoming critical.

Ethical hacking aims to identify and eliminate system weaknesses and vulnerabilities. It is a moral process aimed at
improving network security.

Research publications

Although few studies have been devoted to security testing tools, researchers focus on testing and analyzing potential
software vulnerabilities. The research [1] analyzed several technical articles published from 2005 to 2020 on web appli-
cation security testing. Paper [2] identifies the problems faced by developers and users of web applications. Studies [3, 4]
compare the results of automated and manual testing, emphasizing the importance of manual testing to identify specific
vulnerabilities that can only be detected with the help of specialist experience. The analysis confirmed the importance of
finding practical tools to minimize the risks and vulnerabilities of websites.

Research objective

This study aims to investigate possible vulnerabilities and threats currently the most common in the field of informa-
tion security, as well as to develop methods of protection against them.

The relevance of this study is related to the need to ensure the security and resilience to vulnerabilities of modern com-
puting systems and the Internet in various areas of organizations’ activities. Whether it is a business organization, govern-
ment agency, educational institution, or even a medical facility, it is essential to be confident in their information security.

222



BICHHUK XHTY M 3, 2024 p. IH® OPMAIIIHHI TEXHOJIOITI

The main material

Penetration testing is a systematic process of checking hardware and software that forms a complex data storage and
transmission network. It allows you to assess network security by simulating actual attacks and exploits. This method
makes it possible to investigate the weaknesses of any organization’s security system in detail [5].

Penetration testing is a simulation of an attack on a system, network, equipment, or other object to assess its vulner-
ability to actual attacks. This process is performed by an ethical hacker who acts with the system owner’s permission.
Simply put, it is a procedural security audit of a network or application.

Ethical hackers and attackers are different and play different roles in the security sphere. Ethical hackers use the same
tools and techniques as attackers but do not damage systems or steal information. Instead, they assess the level of security,
notify owners of the identified vulnerabilities, and give recommendations on how to eliminate them. Thus, penetration
testing can be classified into three categories depending on the hacker’s “hat color.”

“White” hackers are authorized professionals who work for a company with good intentions and high moral standards.

“Black™ hackers, on the other hand, aim to harm computer systems and networks. They act solely in their interests and
for profit. They are also called “crackers,” “malicious hackers,” or “intruders.”

“Gray” hackers combine the features of both white and black hackers. They may act for ethical reasons.

Penetration testing can be classified into three types according to the approach used [8]:

1) Black Box.

2) White Box.

3) Gray Box.

Black Box is the most practical attack performed by the pentester without any prior information about the target
system. It is the most effective way to evaluate a security system because it simulates attacks. The pentester does not
have access to any information about the network, including its structure, hardware types, or applications used. He must
learn the target system from scratch to achieve the desired result. This type of testing aims to simulate an actual cyber
attack fully.

White Box is a formalized testing approach where the pentester has basic information about the target infrastructure,
including network structure, IP addresses, and other essential details. With basic knowledge of the target network, the
pentester can work more focused on identifying and fixing vulnerabilities. This type of testing is usually done in close
collaboration with the organization, and its goal is to help create a robust security system.

Gray Box is a combination of black box and white box approaches. The pentester has limited information about the
target system, such as the server’s IP address or the application’s source code. This method is less popular but allows
you to test the system partially inside and outside. The pentester can simulate an attacker’s actions to check the system’s
reliability with available information.

Types of penetration testing.

Penetration testing types can be divided into four categories depending on which security aspects they assess, as
shown in Figure 1 [9, 10, 11].

Building Access

Web - .net, php, xml,
h

Social Engineering

Operating Systems

Controls ttp/s
Security Awareness CCT\é;sh:I:fggoﬂng Databases Jaé%d%gegf'\edwghp
2o : : . : Routers, Switches,
Phishing Simulations Office Security Audits Firewalls VPN. RAS Embedded Systems
P | /HR B ing / : : S
e%%%r::ity Mz?else\ggmgigts VoIP / Telephony Business Logic Testing
Social Media Data Centre Security IPS/IDS Evasion Third Party Application

Security Assurance

Fig. 1. Classification of penetration testing

1) Application penetration testing focuses on identifying application vulnerabilities related to data monitoring and fire-
wall security issues. Web applications, especially those based on a client-server architecture and transmitting information
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over a network, can have critical vulnerabilities that are dangerous to the target system. Many modern web applications
have vulnerabilities that have yet to be addressed. This testing covers all these aspects to ensure network security.

2) Network penetration testing is one of the key elements in conducting a pentest in an organization. Depending on the
organization’s size, the physical network may have security gaps that often go unnoticed during setup. To ensure a secure
network, penetration testing is performed on devices such as routers, switches, modems, and hubs to identify possible
vulnerabilities. It is a process in which a pentester ethically attacks an organization’s network to find weaknesses and
eliminate them using exploits.

3) Penetration testing of physical systems focuses on checking physical security. Vulnerabilities in this category relate
to unauthorized physical access to target machines in the organization. Authentication and restricted access are thoroughly
inspected during physical testing. This method is essential because it allows you to gather information about the target
system directly through physical presence on the network. It aims to improve the effectiveness of physical systems’
authentication, authorization, and access control.

4) Social engineering penetration testing aims to assess vulnerabilities related to the human factor. The basic informa-
tion for such attacks can be obtained through search engines such as Google or social networks such as Facebook and X
(Twitter), where a large amount of personal information is shared. In addition, public meetings and communication with
people are significant weaknesses attackers can exploit. This penetration testing type helps assess the risk of unauthorized
access to confidential information.
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Fig. 2. The main steps of penetration testing

Use of a systematic approach.

The systematic approach to penetration testing consists of six stages (Figure 2) that ensure efficiency and a compre-
hensive system security assessment. These stages integrate a step-by-step methodology that every penetration tester must
follow.

1) Planning and preparation.

This stage is the starting point for any penetration testing. It includes planning, preparation, and agreement between
the organization’s owners and testers on the objectives of the test, the methods used, and the expected results. The pene-
tration tester familiarizes himself with the target system, determines a strategy to maximize the exploitation of vulnerabil-
ities, and provides recommendations for their elimination. Privacy policies, timeframes, and schedules are also discussed.

2) Collection and analysis of information.

In this stage, known as “reconnaissance,” information about the target system is gathered. The tester sets up a platform
to collect information about the organization’s network and applications using online sources such as websites, social
networks, or special Linux-based tools. This stage is divided into two types:

— Passive information gathering: involves searching for information on the Internet without directly interacting with
the target organization.

— Active information gathering: involves direct interaction with the system, such as receiving banners that may reveal
more information.

Tools like Google Hacking or Shodan can help gather information about target systems.

3) Identification of vulnerabilities.

This stage, known as scanning, involves using various tools to find vulnerabilities based on the information col-
lected. The pentester analyzes operating systems, applications, and network components to identify possible attack points.
Scanning is divided into three categories:

— Network scan: aims to detect all hosts on the network, obtaining information about their IP addresses, operating
systems, and servers.

— Port scanning: helps to identify open ports on specific hosts that can be used for an attack.
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— Vulnerability scanning: Scans for possible operating system, applications, or network services vulnerabilities.

4) Penetration attempt.

At this stage, the pentester uses the collected data and prepared exploits to test the vulnerabilities found during the
scan. It sends exploits accompanied by payloads, which allows you to exploit the vulnerability of the target system
successfully. It will enable you to assess the organization’s security level and show how well the system can withstand
an attack.

5) Analysis and reporting.

This stage involves the preparation of detailed documentation of the work performed. The report should describe all
the methods and procedures used for testing, including an assessment of the system’s security level. It helps the organi-
zation understand where the vulnerabilities are and how to eliminate them. The report is also a reference for future audits
and can be used at the information-gathering stage.

6) Cleaning.

After the test, the pentester removes all traces of its presence on the system to ensure the network is clean and secure.
It includes undoing all settings and changes made during the test so that the organization can ensure no vulnerabilities
or settings are left active. Properly executing this step is essential to ensure system security and prevent possible attacks.

This methodology allows for deep and comprehensive penetration testing, ensuring maximum efficiency in identify-
ing and eliminating system vulnerabilities.

Many tools are on the market to help pentesters and system administrators test and build a secure network to protect
against attacks. Most of these tools are free and open source, designed for ethical hacking. Depending on the penetration
testing stage, scanners, test platforms, vulnerability detection tools, etc., can be used [12, 13, 15]. Some popular tools are

listed in Table 1.

Table 1
Penetration testing tools
Ne Instrument Type
1 Brutus Password selecting tool
2 Dradis Scanning report program
3 Dnstuff Network Utility
4 Hydra Password guessing tool
5 Hping Network Utility
6 John the Ripper Password recovery tool
7 Kali Linux Linux OS
8 Metasploitable Virtual machine for penetration testing
9 Metasploit Exploit testing tool
10 Maltego Network visualizer
11 Nmap Network scanner
12 Netcraft Website scanner
13 Nessus Vulnerability scanner
14 Netcat Network Utility
15 Python Programming language
16 Scapy Network Utility
17 Ubuntu Linux OS
18 Wireshark Traffic analyzer

In addition to tools, there are various standards that pentesters rely on to assess system security. Some of the most
commonly used standards are shown in Table 2.

Table 2
Standards for security assessment
Abbreviation Name
WASC Web Application Security Consortium
OSSTMM Open Source Security Testing Methodology Manual
OWASP Open Web Application Security Project
ISSAF Information Systems Security Assessment Framework
NIST National Institute of Standards and Technology

The most common vulnerabilities described in these standards:

— SQL injection;
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— Hidden backdoors;

— Cross-Site Scripting;

— Cross-Site Request Forgery;

— Command Injection;

— Bypassing Authentication.

Many network security companies hire pentesters based on their ability to exploit these vulnerabilities.

Conclusions

Penetration testing is a versatile tool for finding weaknesses in a system because it uses the same methods as real
attackers. Identifying these weaknesses is insufficient; the next step is appropriately hardening the system. An essential
part of the process is to have the system tested by a professional and experienced ethical hacker.

The debate between ethical (white) and malicious (black) hackers is a long-running war with no end. White hackers
help companies understand their security needs, while black hackers illegally intrude and harm organizations for per-
sonal gain.

A wealth of information and software is available for penetration testing, some of which are presented in this article.
Penetration testing is a comprehensive component of information technology. Vulnerabilities can be in any system part:
software, hardware, code, or system architecture. Therefore, when it comes to security, modern security methods, includ-
ing ethical hacking, must be addressed.

Considering this, many professionals believe that familiarizing yourself with the basics of penetration testing is highly
beneficial in terms of technological knowledge and general awareness.
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