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INFLUENCE OF SERVERLESS INFRASTRUCTURE USAGE
ON APP MAINTENANCE COSTS IN SEVER-SIDE APPLICATIONS

The relevance of the study is determined by the increasing demand for efficient IT infrastructure in the context of rapid
digital technology development. Traditional models of server resource management reveal limitations in scalability,
financial efficiency, and flexibility. Serverless infrastructure, based on a pay-as-you-go model, offers an innovative
approach to cost optimization and performance improvement. However, challenges in its implementation require thorough
analysis and clear recommendations.

The aim of the study is to evaluate the impact of serverless infrastructure on application maintenance costs, identify
its advantages and risks, and develop a methodology for assessing its economic feasibility in both short and long-
term perspectives. To achieve this, methods of systems analysis, comparative analysis, forecasting, and cost modeling
were applied. As a result, the study compared the features of serverless and traditional models and provided practical
recommendations for optimizing serverless infrastructure usage.

The research demonstrates that serverless infrastructure significantly reduces costs in low-traffic scenarios, simplifies
resource management, and decreases the need for highly skilled DevOps professionals. At the same time, hidden
costs, integration challenges, data security risks, and vendor dependency were identified as key issues. The proposed
methodology for assessing the economic feasibility of transitioning to serverless architecture enables detailed analysis
of costs and benefits, accounting for project-specific features and facilitating informed decision-making.

The findings emphasize that serverless architecture is a promising tool for optimizing digital systems, yet
its implementation requires careful planning and risk assessment. Future research should focus on the long-term impact
of serverless technologies on IT infrastructure efficiency, the development of adaptive models for high-performance
systems, and innovative solutions for ensuring data security in cloud environments. This will contribute to improving
infrastructure management and enhancing the efficiency of digital systems in the future.

Key words: serverless infrastructure, cost optimization, resource management, economic feasibility, cloud services,
implementation risks.
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BIIJIUB BUKOPUCTAHHS BE3CEPBEPHOI IHOPACTPYKTYPU HA BUTPATH
HA MIATPUMKY 3ACTOCYHKIB Y CEPBEPHIN UACTHHI

Axmyanvricms 00CHIOHCEHHS 3YMOBIEHA 3POCAYUMU 8UMO2aMu 00 eghekmusHocmi IT-inghpacmpykmypu 6 ymosax
OUHAMIYHO20 PO38UMKY Yudposux mexuonoeii. Tpaouyilini Mooeni ynpasninHa cepeepHUMU pecypcam OeMOHCMpPYIoms
obmedsicentst wo0o macuimabosanocmi, Qinancosoi eexmusnocmi ma emyuxocmi. Yeaey npueepmae 6ezcepsepna
inghpacmpyxmypa, axka 6a3yemvcsi na MOOEIi ONiamu 3a aKmuyne UKOPUCTIAHHS PECYPCi6 I NPONOHYE THHOBAYIIHULL
nioxio 00 onmumizayii eumpam ma ni0GuUWeHHs NPOOYKMUeHocmi. BoOHouac cnocmepieailomscsi UKIUKU Y Npoyeci
8NPOBAIICEHHSL, SIKI NOMPeOYOMb IPYHMOBHO20 AHANIZY MA YiMKUX PEeKOMEHOAYIl.

Memoro Odocnioscenns € oyinka enaugy bescepgephoi ingpacmpykmypu Ha umpamu Hd NIOMPUMKY CepE8epHUX
3ACMOCYHKIB, BU3HAUEHHA nepeddz i PU3UKIB, d MAKOM CMEOPEHH MemOOUKU OYIHKU eKOHOMIYHOI OoyintbHocmi
il énposadaicents y Kopomro- ma 00620CmMpoKosiu nepcnekmugi. /s GUKOHAHHSL NOCMAGIEHUX 3d60aHb 3ACMOCO8AHO
Memoou CUCeMHO20 AHANi3Y, KOMNAPAMUSHO20 AHANI3Y, NPOSHO3VEAHHA MA MOOen08anHs eumpam. Y pezyniomami
BUKOHAHO NOPIGHAHNS 0cOOIUBOCMEl De3cepeepHOi MoOeni ma MpaouyiiHUX pilenb, d MaKolC po3pooIeHO NPAKMUYHI
pekomenoayii 0 onmumizayii it GUKOPUCTNAHHSL.

Jlocnioscennss 0eMOHCMPYE, w0 be3cepeepHa iHppacmpyKkmypa Cnpusie Cymme8omy 3HUNCEHHIO UMPAN Y CYeHAPIaxX
i3 HU3LKUM piBHeM mpaghiKy, CNpoweHHI0 YRPAGIiHHA pecypcamu ma 3MeHUeHHI0 nompeou Y 8UCOKOK8ANIQhIKoBaHUX
Gaxisysix DevOps. Boonouac i0eHmughikyromucs npuxosani eumpamul, CKIaOHoWI inmezpayii' 3 iCHyIOUUMU CUCeMaMiL,
PUBUKU 015t Ge3nexu OaHUX ma 3a1exiCHICIb 8i0 NOCMAYANbHUKIE XMAPHUX NOCIYe. 3anpononosana mMemoouka oyinKu
EKOHOMIYHOI OoyitbHOCMI nepexody Ha 0e3cepgepHy MoOelb 3a0e3nedye MOJNCIUGICIG aHANI3y eumpam i 6ueoo
3 YPAaxy8aHHAM cneyuqhiku npoEKNy, wo 00360J5€ NPUIMAMU OOIPYHMOBAHI PILULEHHS.
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Poboma axyenmye ysazy na momy, wjo 6e3cepeepra apximexmypa € nepcneKmueHUM IHCMPYMeHMoM 05 Onmumizayii
yughposux cucmem, npome ii 6npo6adHceHHs Nompedye pemenbHo20 NIAHY8AHHA MA 8PAXYEAHHA NOMEHYIIHUX PUSUKIE.
Tooanvwi Odocnioxcenns nepeddauaiomv OemanvHe 6USUEHHs 00820CHPOKO8O20 6NIUEY Oe3cep8epHUX MexHON0ill
na IT-ingppacmpyxmypy, pospodky adanmusnux mooeneu O GUCOKOHABAHMANCEHUX CUCHIEM, A MAKONIC CMEOPEHHs
iHHOBaYINUX piutenb Ona 3aOe3nevenHs Oe3neku OaHux y XmapHomy cepedosuwi. Lle cnpusmume 800CKOHANEHHIO
VAPABAIHHA IHPACMPYKIMYPOIO Ma NiOGUWEHHIO epeKmuUHOCMI YUDPOBUX CUCTEM ) MATOYMHbOMY.

Kntouosi cnosa: Gescepgeepna ingpacmpykmypa, onmumisayis eumpam, YAPAGNiHHS pecypcami, eKOHOMIYHA
00YiNbHICMb, XMAPHI CEPBICU, PUBUKU BNPOBAOINCEHHS.

Problem statement

In the current conditions of information technology development, there is a growing need to optimise the cost of supporting
server applications, which are key components of many digital systems. Given the ever-increasing complexity of the
infrastructure and the need to ensure its high performance, uninterrupted operation, and scalability, traditional approaches to
managing server resources require significant improvement. Using a serverless infrastructure that automates the deployment,
management, and scaling of computing resources is becoming one of the most promising solutions to this problem.

The serverless model is characterised by developers not needing to worry about maintaining servers, and resources are
automatically allocated depending on the application’s needs. This reduces technical support costs, improves computing
power efficiency, and simplifies development processes. However, the implementation of such a model is also accompanied
by several challenges related to analysing the feasibility of its application in specific cases, particularly in the long term,
where there may be hidden costs associated with integration, data security and adaptation of existing software.

The problem’s relevance is determined by the need to develop clear methodologies for assessing the cost-effectiveness
of the transition to a serverless infrastructure, considering the specifics of server-based applications. The scientific task
is to create conceptual models for analysing and forecasting costs, increasing digital system’s conomic efficiency. The
study’s practical significance is to develop recommendations for optimising software support costs in the context of using
innovative serverless infrastructure technologies.

Analysis of the latest research and publications

Using serverless infrastructure has become an important tool for optimising server support costs. This topic covers a
number of technical, economic, and legal aspects, which are reflected in the works of various authors. O. Kostenko and
V. Furashev study the legal aspects of introducing innovative technologies, such as serverless solutions, in the web space.
They argue that such architectures contribute to the creation of adaptive legal platforms that can function effectively in the
dynamic conditions of the meta-universe, optimising resources and reducing support costs [1]. In the field of information
security, special attention is paid to automating data protection processes. K. Chyzhmar and his researchers demonstrate
how serverless solutions provide resilience to cyber threats through automated security management. In addition, the
introduction of such technologies can significantly reduce costs without compromising system functionality [2].

D.Zanon’s research reveals the economic benefits of serverless architectures. His analysis focuses on eliminating the
need to administer physical servers, which is especially relevant for small and medium-sized enterprises. The study’s
practical examples confirm the effectiveness of these systems in optimising operating costs [3].

J.Scheuner conducted a comparative analysis of various serverless platforms. The paper highlights how resource
optimisation ensures stable performance even in high-load scenarios. The researcher also emphasises the importance of
adapting systems to the specifics of the tasks [4].

B.Zambrano considers architectural solutions aimed at increasing the scalability of serverless systems. His
recommendations are focused on corporate environments, where the introduction of such technologies can significantly
reduce the cost of technical support and administration [5].

The peculiarities of process automation in serverless infrastructure are highlighted in the works of M. Roberts and
J.Chapin. The authors emphasise that automated resource management helps to increase system reliability and reduce
costs by minimising the impact of the human factor [6].

The role of serverless solutions in scientific computing is analysed by J.Afiel and colleagues. The researchers’
conclusions show that automation of resource management can reduce infrastructure costs and make complex computing
tasks more accessible [7].

The flexibility in scaling systems provided by serverless solutions is analysed by C. Safer. His research focuses on the
effectiveness of using cloud platforms for dynamic projects with heavy loads. According to the author, such approaches
can significantly reduce operating costs [8].

An analysis of the impact of autonomous services and microfrontends on resource savings was conducted by J. Gilbert
and E. Price. Their research demonstrates how increasing the modularity of systems contributes to the economic feasibility
of implementing these technologies [9].

The educational aspect of using serverless systems is the subject of research by J. Katzer. He emphasises that training
specialists in this area is a key element for the successful implementation of technologies and increasing the overall
performance of systems [10].
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DevOps practices for serverless systems are studied by S. Bangera. In his work, he emphasises that coordinated work
between development and system administrator teams helps to optimise deployment processes and reduce infrastructure
maintenance costs [11].

The research presented here demonstrates the significant potential of serverless architecture to reduce the cost of
supporting systems on the server side. Process automation, scalability, and resource savings allow this technology to be
used in both business and research projects while maintaining a balance between efficiency and economic feasibility.
Despite advances in serverless infrastructure research, important aspects remain unresolved, which limits its effective
implementation. In particular, the conceptual features of this model compared to traditional approaches are not well
understood, which makes it difficult to adapt it to a wide range of applications. The cost-effectiveness of serverless
technologies is mostly assessed for individual scenarios, but there is a lack of systematic approaches to cost-benefit analysis
in different conditions. Integration of serverless infrastructure with existing systems remains a challenge due to the lack
of models for assessing risks and hidden costs. Data security aspects in the cloud environment require additional research,
especially given the increased requirements for data protection. There is also a lack of practical guidance for adapting this
architecture to different types of applications, which limits its versatility. The proposed research is aimed at developing
a methodology for a comprehensive assessment of economic feasibility and practical recommendations that take into
account the specifics of applications and long-term prospects. This is expected to fill existing gaps, broaden scientific
understanding of the problem, and facilitate more efficient implementation of serverless infrastructure in various industries.

Formulation of the research objective

The article’s purpose is to analyse the impact of using serverless infrastructure on the costs of supporting server
applications, determine its effectiveness in the context of maintenance optimisation, and develop recommendations for its
implementation in modern digital systems.

Research objectives:

1. To investigate the conceptual features of serverless infrastructure, its advantages and differences from traditional
server resource management models, and to assess the economic efficiency of its use based on the analysis of server
application support costs.

2. Identify the key challenges and risks of implementing serverless infrastructure, including hidden costs, aspects of
integration with existing systems, and data security issues in the cloud environment.

3. To develop practical recommendations for optimising the use of serverless infrastructure, considering the needs
of different types of applications, and to propose a methodology for assessing the economic feasibility of switching to a
serverless model in the short and long term.

Summary of the main material

Serverless infrastructure has become an innovative approach to managing server resources that radically changes
traditional approaches to hosting and supporting applications. It is based on a model where computing resources are
provided on demand, and developers focus exclusively on software functionality, leaving infrastructure management to the
service provider [4]. Traditional models involve the continuous operation of servers with predefined characteristics, which
requires significant financial and technical resources to ensure their performance and scalability. In this context, serverless
infrastructure provides automation of resource management, cost reduction, and performance improvement (Table 1).

Table 1
Comparison of traditional hosting and serverless infrastructure in server-based relationships
Comparison parameter Traditional hosting Serverless infrastructure
Basic principle of operation | Constant operation of servers with fixed characteristics Use resources only when needed
Costs Fixed costs, regardless of the level of usage Payment for actual use
Complexity of management Requires the involvement of DevOps specialists Can be maintained by a small team or even a single developer
Scalability Manual configuration or use of predefined parameters Automatic scalability
Examples of technologies EC2-based servers, physical servers AWS/Lambda, Google Cloud/Cloud.Functlons, Microsoft
Azure/Azure Functions
Cost-effectiveness Depends on the level of resource utilisation Significantly reduced for low traffic applications

Source: compiled by the author based on [4, 5,7, 9].

The practical implementation of serverless infrastructure demonstrates significant advantages in today’s environment.
For example, AWS Lambda allows server functions to run only on demand, which is especially beneficial for low-traffic
applications. At the same time, costs can be reduced to a few dollars per month, compared to tens or even hundreds of
dollars for using traditional servers that run continuously. Using NestJS in combination with AWS Lambda and API
Gateway ensures compatibility with microservice architecture, modularity, and efficient dependency injection, which
further simplifies development and maintenance [6]. Reducing the complexity of the infrastructure also significantly
reduces the need to engage DevOps specialists as support tasks become less technically complex [10]. This approach
provides the flexibility and scalability required for modern digital systems.
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The cost-effectiveness of serverless technology is one of the key aspects that makes this model attractive for modern
server-based applications. Thanks to the pay-as-you-go principle, serverless infrastructure can significantly reduce costs,
especially for low-traffic applications. Unlike traditional hosting, where servers are running 24/7, the serverless approach
involves allocating resources only when tasks are running. This provides savings, reduces operational complexity, and allows
developers to focus on the functional aspects of applications (Table 2). The figures in Table 2 are based on official AWS tariffs
available in public documentation and represent a calculation for a typical usage scenario — an application with 50 requests
per day. This scenario simulates real-world conditions for small or test projects that are often encountered in practice.

Table 2
Cost-effectiveness of traditional hosting and serverless infrastructure in server applications
Metric Traditional server (EC2) Serverless model (AWS Lambda)
Type of resource EC2 t3. medium (2 vCPU, 4 GB RAM) AWS Lambda (on-demand functions)
Cost per usage unit $0.0416 (per hour)’ $0.00000001564 (per request assuming that its execution time = 5 seconds)’
Monthly costs (50 requests/day) $29.95 (running 24/7) $0.0073 (assuming 5 seconds execution time per request)’
Annual costs $359.40 (running 24/7) $0.003 (assuming 5 seconds execution time per request)
Involvement of DevOps resources | Requires highly qualified specialists Can be supported by a single developer

Source: compiled by the author on the basis of [12—-16].

The practical implementation of serverless technologies demonstrates significant savings for low-traffic applications.
For example, in a scenario with 50 requests per day — 5 seconds duration time per each one, the annual cost of a traditional
t3.medium server is approximately $359, while using AWS Lambda costs only $0.003. This analysis confirms that a
serverless infrastructure is extremely efficient when servers are used infrequently and provides flexibility in scaling.
Combined with services such as DynamoDB, S3, and NestJS, it can reduce operating costs and ensure easy integration
even for small development teams.

Implementing a serverless infrastructure is a promising way to optimise costs and increase the efficiency of server
resource management. However, it is accompanied by several challenges and risks that require detailed analysis. One of
the main risks is hidden costs that may arise from uneven or unpredictable resource usage [8]. Although the pay-as-you-go
model seems cost-effective, it can become financially burdensome for applications with high call frequency or significant
data processing, which increases the overall cost of service.

Integrating serverless infrastructure with existing systems is also a challenge. Implementing solutions such as AWS
Lambda or API Gateway requires adapting the application architecture, which can require additional development,
testing, and configuration costs [3]. In the case of complex systems with many dependencies, integrating a serverless
infrastructure can lead to unexpected technical problems, such as performance degradation due to network delays or
coordination issues between different components.

Another challenge is ensuring data security, as serverless infrastructure involves storing and processing information
in a cloud environment. This increases the risks associated with data confidentiality and availability, which requires
additional security measures [11]. This is compounded by dependence on the service provider, which can create limitations
in the choice of solutions and affect the long-term strategy of IT infrastructure development.

Another important aspect is the need for developers with appropriate qualifications to work with serverless
technologies. Despite simplifying some operational tasks, developing and maintaining serverless applications requires
a deep understanding of new technologies and their specifics. Failure to consider these challenges at the implementation
stage can lead to significant delays in project implementation and increased costs for team training [4].

Thus, while serverless infrastructure offers significant advantages in flexibility and cost-effectiveness, successful
implementation requires careful planning, a sound risk assessment, and the development of mitigation strategies. This
will ensure stable application performance and optimise overall infrastructure support costs.

Optimising the use of serverless infrastructure requires a comprehensive approach that considers the specifics of
applications and their functional requirements. For applications with low traffic or irregular workloads, it is recommended
to use a pay-as-you-go model to minimise costs. In such cases, using AWS Lambda with the API Gateway for managing
requests provides cost-effectiveness and scalability [5]. It is important to design the application architecture in such a way
as to avoid unnecessary function calls that can lead to increased costs.

For systems with high-performance requirements, you should pay attention to the possibility of optimising delays
that may occur due to the peculiarities of processing requests in the cloud environment. This can be achieved through
data caching and integration with services such as DynamoDB, which provide high-speed access to information.
For applications with a large number of interdependent components, it is advisable to consider using a microservice
architecture that simplifies integration with serverless solutions and reduces the complexity of infrastructure management.

In the process of developing and maintaining serverless applications, attention should be paid to automating resource
monitoring and management. Using tools such as CloudWatch allows you to receive data on the performance of functions
and respond quickly to failures or increased load. Additional security measures, including encryption and access control,
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should be implemented to ensure data security, as the use of the cloud environment involves an increased risk of
information leakage.

Depending on the needs of the application, it is also important to consider the integration of serverless solutions with
existing systems. When moving from a traditional infrastructure, it is necessary to audit the architecture and identify
components that can be migrated to a serverless model without significant adaptation costs. At the same time, the risks of
dependence on a cloud service provider should be taken into account, and the ability to migrate to other platforms should
be ensured if necessary.

The practical implementation of such approaches will optimise costs, ensure application stability, and increase resource
management flexibility. This will form the basis for creating effective digital solutions that meet modern business and
technology requirements.

Evaluating the economic feasibility of switching to a serverless model is a key stage in planning the implementation
of modern infrastructure solutions in server applications. In today’s environment, when resource efficiency and cost
optimisation are becoming a priority for most organisations, this methodology allows you to make informed decisions
about the feasibility and scope of serverless architecture integration. It helps to avoid unnecessary costs and risks associated
with insufficient consideration of project specifics or errors in forecasting resource requirements.

Unlike traditional estimation models that focus on analysing the capital and operating costs of supporting servers,
the methodology for the serverless model takes into account the dynamics of the load, the specifics of using functional
components, and integration with cloud services. It is based on analysing key indicators, such as traffic volume, number
of requests, amount of stored data, performance level, and duration of use of functions. This makes the approach adaptable
to the conditions of a particular project and allows us to consider both short-term and long-term benefits (Fig. 1).

Analysis of current server usage, including the number of
requests, traffic level, costs

Create cost forecasts for traditional and serverless models
based on statistical data

Analysis of transition costs and comparison with
potential savings in the first months of use

Cost and benefit projections over several years, including
scaling scenarios

Drawing conclusions on the feasibility of migration
depending on the type of application and business needs

Fig. 1. Stages of the methodology for assessing the economic feasibility of switching to a serverless model

Source: author’s own development

The methodology allows you to assess whether it is reasonable to switch to a serverless model for a particular
application under different load scenarios. It will help to predict which costs will be most significant in the initial stages of
integration and which will be more significant in the long term, taking into account the possible increase in the volume of
requests or changes in business requirements. In addition, thanks to detailed modelling, companies are expected to be able
to better adapt their resource management strategy, reducing the risks of mismanagement and increasing the efficiency of
their IT solutions.

This will be the basis for ensuring application stability, reducing financial burden and maintaining competitive advantage.

Conclusions

Serverless infrastructure opens up new opportunities for optimising the cost of supporting server applications,
increasing productivity, and simplifying resource management. The analysis showed that the main advantages of this
model are flexibility in scaling, a significant reduction in financial costs in low-traffic scenarios, and a reduction in the
need to attract highly qualified DevOps specialists.
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It is found that the implementation of serverless infrastructure is accompanied by key problems such as hidden costs,
difficulties in integrating with existing systems, increased data security risks, and dependence on cloud service providers.
Practical recommendations for optimising this model to meet the needs of different types of applications are developed,
including selecting appropriate tools, resource monitoring and automation of infrastructure management. A methodology
for assessing the economic feasibility of switching to a serverless model based on the analysis of costs and benefits in the
short and long term is proposed.

The results of the study are useful for making informed decisions on the implementation of serverless architecture
in modern digital systems. Prospects for further research include a detailed study of the long-term impact of serverless
technologies on the cost-effectiveness of IT infrastructure, the development of models for adapting these solutions for
systems with high-performance requirements, and the exploration of new ways to ensure data security in the cloud
environment. This will help improve existing methods and increase the efficiency of digital systems in the future.
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